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Process monitoring is a term ~ p ~ c ~ ~ ~ ~  associated with a detailed Oook at plant operating data 
to determine piant status. Process monitoring has been generally associated with o p e r a ~ o n ~ ~  con- 
trol of piant processes. Recently, process monitoring has been given new attention for a possible 
role in international safeguards. International Safeguards Project Office 4ISP0) Task C.59 has the 
goal to identify specific roles for process monitoring in international safeguards, 

As the preliminary effort associated with this task, B review of previous efforts in process 
monitoring for safeguards was conducted. Previous efforts mentioned concepts and a few specific 
applications. None were comprehensive in addressing all aspects of a process monitoring applica- 
tion for safeguards. 

This report summarizes the basic elements that must be  eloped in a comprehensive pro- 
cess monitoring applicatian for safeguards. It then summarizes the significant efforts that have been 
documented in the literature with respect to the basic elements that were addressed. 
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1. INTRODUCTION 

Process monitoring is an expression that has traditionally been identified as a functional capa- 
bility associated with operation and control of complex industrial processes. Generally, the process 
monitoring function is motivated by potential improvements in process efficiency, safety, environ- 
mental protection, and other considerations, and the design of the monitoring system is dependent 
on monitoring objectives, regulatory requirements, and the design of the process facility. 

As a preliminary eff6rt in developing a process manitoring concept for the International Atomic 
Energy Agency (IAEA) safeguards application in nuclear fuel reprocessing plants, a survey of the 
literature was done to identify previous efforts addressing process monitoring for reprocessing plant 
safeguards. Numerous technical publications mention process monitoring, but a relatively small sub- 
set of those identified process monitoring as a viable tool for safeguards purposes. Within those 
safeguards-related publications, a range of process monitoring concepts are identified and described 
in varying degrees of detail. Many publications were found that gawe superficial positive comments 
on the patential usefulness of process monitoring, but these publications provided no substantive 
details about a specific concept. A few publications were found that contained significant details on 
some aspects of a process monitoring concept, but these publications did not address other 
aspects necessary for concept evaluation. This second group of publications is listed in the attached 
bibliography, and descriptive excerpts from some documents are attached in the appendix. No 
reference was found that provides a comprehensive description of all aspects of any process moni- 
toring concept; this situation indicates that process monitoring as a safeguards concept is in the 
very early stages of development. 

In fact, a great majority of the useful publications related to safeguards applications were 
associated with a small number of significant process monitoring efforts. The organizations involved 
in the significant efforts and their published contributions are: 

Allied General Nuclear Services (AGNS): 

- process monitoring system at the Barnwell Nuclear Fuel Plant (BNFP). 

Idaho National Engineering Laboratory (INEL): 

- development and testing of specialized sensors, 

- monitoring scheme implemented at Idaho Chemical Processing Plant (ICPP), 

- monitoring demonstration for the plutonium product area of the Tokai plant, Tokai 
Advanced Safeguards Technology Exercise (TASTEX), Task 1. 

Oak Ridge National Laboratory/Consolidated Fuel Reprocessing Program (QRNL/CFRP): 

- development of the microscopic process monitoring (MPM) concept, 

- demonstration of MPM in the BNFP miniruns, 

- process monitoring assessments for the US. Nuclear Regulatory Commission (USNRC). 

Japanese Science and Technology Agency: 

- monitoring demonstrations in the plutonium product area of Power Reactor and Nuclear 
Fuel Development Corporation (PNC) Tokai Works in cooperation with IAEA and INEL. 
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USNRC 

- 

- 

study of advanced process monitoring for improved ~a~~~~~~ control, 

assessment of material control and acccsaanting I M C W  reform amendment impacts on 
reprocessing plants. 

International Atomic Energy Agency (IAEA): 

- STR-148 Part L, ”An Advanced Safeguards Approach for a Model 208 T/A Reprocessing 
Facility,“ 

STR- 15 1, “Nuclear Material Safeguards for Reprocessing-Current Status and Problems.” - 

The objective of this report is to summarize the publications containing significant procsss- 
monitoring-concept information and to identify the major elements to be addressed in development 
of a process monitoring concept for international safeguards application. Also, a definition of pro- 

cess monitoring is proposed. The perspectives obtained from this summary review will be useful in 
developing a comprehensive process monitoring concept. 



The expression "process monitoring" is widely used in the safeguards literature to denote 
some safeguards-related functional capability derived from information a b u t  process rnateriak 
and/or equipment. In nearly every case, the "process data'' are presumed to be available on a 
continuous (or nearly continuous) basis via a computerized data acquisition system. The traditional 
functional capabilities s$portsd by process monitoring generally range from simple alarms for 
"out-of-limit" parameters to sophisticated automatic process control schemes. These functions are 
operator oriented and are usually incorporated into the process operations. The safeguarrds hnc- 
tions supported by process monitoring are dependent on whether the application is for domestic 
safeguards or international safeguards. Although a general definition of process monitoring has not 
been accepted, some basic considerations that would likely be incorpaated are: 

* Acquisition of data from Sensors installed in a process environment that indicates directly or 
indirectly conditions of process materials and equipment. 

Operations on that pracess data with analysis systems to generate appropriate parametric 
tests. 

* 

If the definition were specifically directed for international safeguards applications, some additional 
considerations would likely be incorporated: 

* 

Provision of response criteria that are consistent with stated functional objectives. 

A containrnent/surveillance concept (C/S) is followed in which continuous and direct access to 
"selected process data" is provided to the inspector. 

@ The process data are used to generate records and parametric test results that are available to 
the facility operator and the state but are secured so that modifications can be made only by 
the international inspector. 

@ The records and test results are used by the inspector for specified functional objectives. 

A definition incorporating the previous features is consistent with the definition proposed by 
the International Working Group for Reprocessing Plant Safeguards in its final report to the IAEA. 

3 





3. BASIC ELEMENTS OF A PROCESS MONITORING CONCEPT 

To provide a framework within which process monitoring publications can be compared and 
contrasted, it is necessary that certain key features or basic elements of a process monitoring sys- 
tem be identified. As a preparatory effort in developing a generic process monitoring concept for 
IAEA appltcation in reprocessing plants, several basic elements have been proposed for detailed 
consideration. A brief description will be given for eash of the fobwing basic elements of process 
monitoring: 

Functional objectives. 

Logic structure and test parameters. 

Data requirements, characteristics, and acquisition. 

Performance criteria. 

Alarms, alarm resolution, and response. 

Hardware: sensors and data processing. 

Vulnerabilities, tamper resistance, verification. 

Resource requirements. 

3.1 FUNCTIONAL OBJECTIVES 

Careful consideration must be given to clearly defining the functional objectives of the process 
monitoring activity. The principal issue results from fundamental differences between applications in 
support of domestic safeguards versus international safeguards. For domestic applications, the 
monitoring activity may be active (Le., with potential for intervention in process operations) or pas- 
sive. For international applications, only passive functions are acceptable. Because the objective of 
Task C.59 is to develop a process monitoring concept appropriate for international application, only 
passive functions will be included. Most international functions for process monitoring are often 
described as C/S measures for verification of materials accountancy data. Functional objectives for 
detection of loss or unauthorized use are also investigated. 

3.2 LOGIC STRUCTURE AND TEST PARAMETERS 

The process monitoring logic structure is very closely associated with the functional objectives. 
The logic structure defines the type of information and analyses required to achieve the functional 
objectives, and test parameters are formulated that permit quantification of the logic structure. For 
example, if a functional objective is to verify that all materials transferred into and out of the 
material balance area do pass through a key measurement point, then the logic structure may be to 
monitor for spurious changes in solution volumes in process equipment that are not associated with 
declared batch additions. The test parameter may be a volume inventory difference calculated for 
process vessels in the balance area. 

5 
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If the logic structure has been devs9oped and the test pammmxs Smve been d@Flned, the next 
major elements to consider are what are the data requirsmwm, what a60 the clia:ae!eriskics of the 
data. and how are the data accessed from :'?e proc@ss system. i-he needed ir4srmation can be 
obtained in some c2ses from data pro~ess control instruments insta3im3, operatod, and maintairaed 
by the facility operator. These data may be in analog form or in binary form. Data may also be 

obtained from dedicated -instruments installad for safegezawh. purposes. AnaIyW data may also be 
available and used for samples of process matmiad that have been submitted to the operator's ana- 
lytic laboratory or for which analytic detesrp-itnatio~s have beer) rlli3de by the inspector. The: charac- 
teristics of all the data obtained for process rnol~itoring .will t.9 important. I h a  precision and aceu- 
racy of instre!mentation as we!! as vai-ianccs introduced by process noise determine: the capabilities 
achievabAe with p~ocess monitoring tests, It is necessary, ~haseforc, that assessments be made of 
variances associated with the data used for process monitoring. Another importapt data considera- 
tion is that computerized data acquisition will almost certilir~ly be required for viable process rnoni - 
toring concepts. Attention must be given to tho tiimie7g and freqeieiicy of data acquisition. The 
sequence in which instruments are read by the cornpdter can be important. The archival techniques 
used must allow efficient recall of information for ssdegriards analysis, 

Another major element of process monitoring is the perbnsance criteria ta be aiaed for prs- 

cess monitoring tests. Clearly, the specifie ped~rmance criteria will be dependent upon the dunc- 
tionai objectives and the particular test formulation. However, the criteria vdl necessarily reflect 
some bask safeguards lossdetection criteria re!ated to goal quantities of nuclear material. For 
example, IAEA has "as a goal" the detection of losses of 8 kg of phtonium within "a few days." 
Any process monitoring test can be structured so that the test parainetes relades directIy or 
indirectly to that goal. Frequently, the goal rnust be translated into some parameter (Le,, solution 
volumes or flow rate discrepancy) that permits a comparative test. 

Once the process monitoring performance criteria have been established and the characteris- 
tics of the process data are known, one can begin to address the questions of proeeas monitoring 
alarms, the resolution techniques appropriate for those alarms, 2nd the response activities 
associated with failure to resolve alarms. An important but often overlooked aspect of the alarm 
and alarm resolution activity is the mode of presentation of those alarms to the inspector. 

Another major element of a process ~ o ~ ~ t o ~ i n ~  system is the sensors and data processing 
hardware. it is likely that all process sensors used for international process monitoring ~ ~ ~ ~ ~ c a t i ~ n $  
wilt be installed, operated, and maintained by the operator. This does not preclude spacialired moni- 
toring instruments that would be provided by the inspector but perhaps instal! and maintained by 
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the operator under inspector observation. 
capabilities relative to the process, and the operator will have full access to the ~ ~ n ~ t o ~ ~ n  
from these i n ~ t r ~ m ~ ~ t ~ .  

These types of ~ ~ s t r u ~ ~ n t ~  wi!l not have any active 

The next major element of the process monitoring system concerns the v ~ ~ ~ ~ e r a ~ ~ ~ ~ t ~ ~ ~  of the 

system, the tamper-resistance features that are a ~ ~ r ~ p r ~ a t e  for the process ~ n ~ t o ~ ~ n ~  ~~~~~e~~~ 
s of verification of process monitoring data. Bemuse the process ~ o n ~ ~ o ~ j n ~  system 

is ~ n t i ~ a t ~ ~ ~  connected with the operator's 
obvious wuherabilities is a situation in which the access to that process data is ~ ~ t ~ r ~ ~ p ~ e ~  by deb- 
erate ~ ~ r a t ~ r  actions ar other similar situations. One might also expect that the prmess monitor- 
ing capabilities could be compromised by conditions that increase the noise aspect of the data and, 
thereby, limit the monitoring sensitivity. Also, consideration must be given ter ca~~~rat ion changicts 
that occur normally for process equipment and process i ~ s t r ~ m e ~ t a ~ Q n ~  Provisions must be mads 
to either recalibrate or compensate for the calibration changes in terms of performance criteria and 
aiarms. Also, one must consider as B vulnerability the opportunity for an unusual process ~ ~ e ~ ~ t j o n  
that would defeat the logic associated with certain process monitoring tests. 

in spite of these vulnerabilities, process monitoring does afford some opportunities for tamper 
resistance. Clearly, by providing real-time data access and subsequent protected archiving of that 
real-time data, limited opportunities wcur for operator modifications of the data. ~ u r ~ h ~ r ~ o ~ ~ ,  by 
having secured software and hardware for data analysis, the inspector will be able to maintain eon- 
fidence that the analysis software has not been compromised. Also, there is an inherent t a ~ ~ ~ e ~  
resistance with process monitoring because the data used in the monitoring are coupled to other 
data in a sequential process operation, and this coupling permits some consistency checks that will, 
in essence, substantiate the data quallity. Attempts to compromise any one data point wouM 
necessarily require the compromising of successive data points to avoid hawing a data  no^^^^ 
occur in the process analysis. 

Another verification concept for the data used in process monitoring would be affarde 
comparison of process data with sample analysis. Also, the limited use of duolicate sensors dedi- 
cated to inspectors at specific process key measurement points would permit c o n t ~ n ~ o ~ ~  compart 
sons with the process sensors. These inspector-dedicated monitors wouid be nonintrusive into the 
process and have no active interface with the process or the process material. 

te acquisition system, one of the moat ~ j ~ ~ i ~ ~ c ~ ~ ~  ap! 

The final major element of a process monitoring system is the resource requirements associ- 
ated with implementing that monitoring system. The description of the resource must be expresse 
in terms of equipment, manpower, and associated support capabilities. Co~sid~rat~on must also 
given to the distribution of resource requirements between the facility operator, the state system, 
and the international inspector and support organization. 

The preceding basic elements of the process monitoring system do not constitute an exclusive 
set of elements, but rather they provide a set of elements that define a f r a ~ e ~ o r ~  within which 
process monitoring concept proposals can be described and evaluated. 





4. MAJOR PROGRAMS FOR DEVELOPMENT OF 
PROCESS MONITORING CONCEPTS 

A limited number of significant efforts have been identified for the development of process 
monitoring, and a brief overview will be given for each of those development efforts. Abstracts and 
excerpts from related publications are given in the Appendix. 

4.1 IDAHO NATIONAL ENGINEERING LABORATORY 

The most extensive process monitoring development has been associated with the INEL 
through its efforts in three principal activities: ( 1) the development of specialized monitoring instru- 
ments foa use in process monitoring applications, (2) testing of basic features of process monitor- 
ing at the Idaho Chemical Processing Plan (ICPP), and (3) development and implementation of the 
plutonium product area monitoring demonstrations at the PNC Tokai Plant in Japan. The INEL effort 
has contributed significantty to the availability of specialized instrumentation and an understanding 
of the monitoring capabiiities afforded by those instruments. Such devices as thermal flow meters 
and position switches may be necessary instrumentation for some process monitoring applications, 
and those instruments have been tested by the INEL under a variety of operating conditions. 

The monitoring functions done in the ICPP have provided some practical experience in obtain- 
ing data and examining that data for use in process monitoring. However, functional objectives 
have not been fully developed for the monitoring activities at  the ICPP, and performance criteria 
were not developed against which process data could be assessed. Consequently, the alarms and 
alarm resolution aspects were not developed sufficiently. 

4.2 TASTEX TASK I AND JAPANESE SUPPORT PROGRAM FOR 
AGENCY SAFEGUARDS (JASPAS) AT TOKAI WORKS 

The INEL efforts in the product area monitoring demonstrations at Tokai are based on a well- 
defined functional objective. The effort was to monitor material entering and leaving the product 
tanks, as well as transfers among product tanks. Too, specialized instrumentation was installed in 
the process to collect data and to provide analyses of that data to satisfy the functional objectives. 

This effort recognized characteristics of process data. As a result, the project used specialized, 
precision instruments and included automatic calibration checks. These efforts form a basis for con- 
sideration of system vulnerabilities to calibration changes and perhaps data falsification. 

Shortcomings of the original TASTEX task effort were identified. These included a lack of data 
outputs usable by operator and inspector personnel. The JASPAS was initiated to follow up on the 
TASTEX program. This program has addressed the interface of data to the inspector. In this sense, 
it addresses alarms, resolutions, and reporting for an applied process monitoring task. 

The monitoring work a t  Tokai is clearly the best-developed example of process monitoring for 
international safeguards application, and considerable attention should be given to this effort in 
development of a general process monitoring concept for international application. 

9 



Another major devolopmcnt fur process monitoring was girov;ded by the AG 
BNFP in South Garolim. This groq.8 was motivatocl primariliy by  process cnntrd and d o s r ~ ~ t i c  safe- 
guards concerns and subsequently developed a number of snftware c~~~~~~~~~~~ which were labeled 
process monitoring. 

The AGNS &or? recognircd that the focus of attarstion for international safeguards was 8 kg 
of plutonium. Ban-uestic safegi:ards within the United States was nvolviiag a focus of ~ t ~ ~ ~ t ~ ~ ~  at a 
level of 2 kg sf plutonium. In this sens.?, performance criteria WWE estahliskd for the various tests 
applied. For example, a specific test was dcifeloptxi to be responsive to an "abrupt" removal of 
8 kg from a specific plant area. 

Initially, the AGNS efforts were directed at the plutonihsrs,-nitrate storage area of the plant and 
were p ~ ~ a ~ ~ ~ ~  to the I ~ ~ ~ ~ ~ A ~ ~ ~ ~ ~ J A ~ ~ A ~  effort. However, later tests, assmiated with the mini 
runs of 1986- 1981, began dsvelcapmsnt of process monitoring for process areas of a typicni 
reprocessing plant, 

Most of these monitoring activities viere in response to dornestic safeguards functional objec- 
tives and as such were past e7f the operations sofPwsr~ system. However, the d ~ ~ ~ ~ ~ ~ r ~ t i o n  of 
capabilities resulting from these process monitoring activities at  the P FP were indicativ 
capabilities that coi.rldi be expected in international applicstian. Many of these monitoring functions 

were closely coupled to the development of near-real-time accounting. 

Another major process monitoring development resulted from ($RNL/CFRP effort. This effort 
was originally focused on a mathematical formulation for process mon7iitcprii-q with the principal func- 
tional objective being to identify unusual process occurrences. The methodology was ~ ~ w ~ ~ ~ ~ e ~  and 
documented (see b ~ ~ ~ ~ ~ ~ ~ ~ ~ p h y ~  and tested during the so-calkd miniruns at the PNFP. 

This effort was uniqae relative to other process monitoring activities because of the significant 
attention given to development of tmathema?ica8 models for analysis nf process data, parametric 
test definition, and identification of alarm conditions and ~ I B ~ S U F ~ S  for Aarm resolution. Again, how - 
ever, this process rnonitoring effort focused primarily on domestic application with little concern 
directed to use in international safeguards. 

The CFRP effort involves continuing tests of rnotiitoring concepts in a reprocessing @en: test 
facility a t  ORNL. This work includes testing of some specialized instrumentation that might be used 
for monitoring, such as li 

An additional effort L staff was an assessment of the implica~isns far reprocessing 
plants of the USNRC's proposed material control and accounting (MC&A) reform amf?ndmenrs. Pro- 
cess monitoring tests were identified that might be employed in a reprocessing facility so that pro- 
visions of the reform amendment could be met. That study was completed in 1984. 

id in-line monitors, radiation rs~anit~srs, a d  flow meters. 

4.6 U.S. NUCLEAR REGULATQRY co 

The USNRC has for several years bew interested in the? potential usefulness of the process 

monitoring for domestic safeguards functions and has commissisned several studies ?a address 
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potential usefulness of process monitoring. Two of these studies were related to the MC&A reform 
amendment; they resulted in a broader understanding of domestic applications of process monitor- 
ing. Those efforts were the USNRC study of advanced process monitoring for improved material 
control and the ORNL assessment of implications for reprocessing plants resulting from the MC&A 

reform amendment. 
The USNRC has established definite performance criteria in its proposed domestic regulations. 

The studies mentioned define functional objectives for process monitoring tests to meet the objec- 
tives. In many cases, specific logic structure and test parameters are identified. The studies also 
identify specific data requirements for many tests. 

The USNRC effort is, of necessity, focused on domestic safeguards. The domestic safeguards 
studies do not consider diversion possibilities a t  the state level. As such, the USNRC effort does 
not address vulnerabilities or resource requirements for an international safeguards application of 
process monitoring for safeguards. In research sponsored by the USNRC through Pacific Northwest 
Laboratories, the USNRC has investigated alarm mechanisms and response. The question of pro- 
cess monitoring in a regulatory environment, in terms of alarm reporting, has not been extensively 
evaluated. 

4.6 INTERNATIONAL ATOMIC ENERGY AGENCY 

The remaining significant efforts on process monitoring were associated with studies and 
documentation developed within the IAEA specifically relative to reprocessing plant safeguards. The 
conceptual approach described in STR-140 and some of the technical provisions that were 
acknowledged in STR-I51 recognize the potential mefulness of pracess monitoring and give 
examples of potential application without fully developing the concept. Certainly, precedence for 
consideration of process monitoring in these papers was established by the Safeguards Advisory 
Group on Safeguards Applications (SAGSI) advisory group report in 1978 and through the efforts of 
the International Working Group for Reprocessing Plant Safeguards. These documents help define 
and structure process monitoring as a C/S concept for international safeguards applications. 

4.7 OTHER EFFORTS 

Numerous other efforts identify process monitoring as a potentially useful safeguards concept, 
and these other efforts provide some examples, but they do not give substantive detail to a partic- 
ular process monitoring concept. The joint studies by Los Alamos National Laboratory and Sandia 
National Laboratory on integrated safeguards concepts for international safeguards at reprocessing 
facilities recognize the availability of useful information from process data and from specialized 
instruments installed for specific monitoring functions. In most cases, these studies assign a func- 
tional responsibility to the process monitoring system for ensuring the integrity of material- 
accountancy functions. 

In particular, Sandia National Laboratory developed a closed-loop control system for a plu- 
tonium product area of a reprocessing plant. This closed-loop system featured a process monitoring 
application and active interlocks on solution handling equipment. It was demonstrated a t  the BNFP. 
The closed-loop control system was recognized as inappropriate for international safeguards 
because of the active nature of the control system. However, the concept was expanded for an 
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"open-loop" control system that remswed the active control on equipment a d  exploited the pro- 

cess monitoring ~~~~~~~~t~~~ for internationaR safquards, 
In addition, efforts within the Federal Republic of Germany and the Japanese reprocessing prs- 

grams have identified the use af process data far safegiiards 3s a viable concept and have given 
some limited description of how that process monitoring cnncspk might be incorporated into the 
overall safeguards system. Again, however, there is insufficie~-~~ detail to permit c o ~ ~ ~ ~ ~ ~ ~ ~  of these 
approaches with some of the more significant efforts previously described. 



There is almost universal recognition of the potential usefulness of data from the psmsss fof 
~ ~ t e ~ ~ a ~ i o n a l  safeguards whether the data are from operator control instrumentation or frsorn spe- 
cialized instrumentation, The precise nature of the functional objectives and the ~ ~ ~ a ~ ~ ~ ~ s  and 
logic structure by which those objectives are irnpiementd are not fully defined in any ~~~~~~~~a~ 
application. Table 5.1 shows the major efforts and the basic elements of a total process ~~~~~~~~~~ 

application that was addressed by specific programs. Furthermore, there is very little practical 
experience that will permit generalized statements about the quality of process data relative to the 
safeguards application. Consequently, there has been very littb effort associated with alarm Mini-  
tian, methodologies for resolving alarms, and evaluations of resource requirements associated with 
implementing a fully developed process monitoring system. 

This document is to summarize only those few practical attempts to ~ ~ ~ o ~ ~ ~ r ~ t ~  process 
monitoring for safeguards. It should be noted that process monitoring requires extensive cornp~tter- 
ked piant data acquisition capabilities. This capability does not yet exist in many operating ~~~~~~~~~~. 
As process monitoring for safeguards matures, each of the basic elements identified in t 

should be addressed. Potentials of process monitoring for safeguards and its role in internationab 
safeguards are only beginning to be developed. 

Table 5.1. Basic elements of BI process monitoring application 
addressed by major programs 

i.l_̂._.--_..___... __ ............. - 

Logic Data 
Functional structure requirements Alarms 
objectives test characteristics Performance resolution, Resource 

defined parameters acquisition criteria reporting Vulnerabilities requirements 
~ ~ ....... ~ ........... - 

INEL X X X 

TASTEX X X X X 

JASPAS X X X X X 

AGNS X X X 

ORNL X X X 

USNRG X X X X X 

M E A  X X 

13 
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Appendix 

ABSTRACTS AND EXCERPTS FROM MAJOR PUBLiCAT!ONS ON PROCESS 
MONITORING FOR REPROCESSING PLANT SAFEGUARDS 

This appendix includes abstracts or excerpts from several publications reporting programs with 
significant efforts in the area of process monitoring for safeguards in reprocessing plants. These 
items are included to provide general descriptions of the specific work done by these groups. It 
was decided to use these excerpts to describe the work using the words of the actual investigators 
rather than to paraphrase or otherwise interpret the effort. As such, the appendix includes copies 
of pertinent sections of the subject reports. We apologize for the quality of some of the reproduc- 
tions, particularly the cover pages that are included to show document numbers. The appendix is 
not meant to be inclusive of all documents in the bibliography. It is intended to show documents 
that are representative of the work. 
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I .  IWTRODMCTIQN 

and eva lua t fons  a t  t h e  Idaho Chemical Processing 
by Exxon Nuclear Idaho Camp8n.y (ENIC04 are  cvalua- 

Safeguards tests 
P l a n t  ( ICPP 1 operated 
t i n g  the use of process  i n s t r w n t  da ta  f o r  safeguards s u m e l f l a n c e ;  iin 
par tbcu la r .  the da ta  a r e  being consfdered  as a m a n s  ob providing a s su r -  
ance of spec ia l  nuc lear  mater ia l  fSm1 containment durilng the i n t e r v a l s  
between araterial  ba lances ,  

Tests show tha t  severa l  l e v e l s  of m n f t o r i n g  can be app l i ed ,  depend- 
ing  on the leve l  of assurance required.  A mfnimal s y s t m  automat ica l ly  
records p l a n t  instruments used f o r  accountancy measurements (such as 
e lec t r amanmete r s )  t o  record bulk measurement o f  s o l u t i o n  movements 
through accaun tab i l l t y  tanks .  A second leve l  o f  assurance  Is provided 
by addlng p a s t  chemical a n a l y s f s  information fram process  samples t o  
h i s t o r i c a l  da t a  t o  c a l c u l a t e  past SWn mass movements between process 
a reas .  The h ighes t  l eve l  of assurance f s  obtained by using contfnuous 
observa t ians  o f  a l l  process s o l u t f o n s  conta infng  SW and us ing  IAEA ver- 
f f ied,  on- l ine  ana lys t s  In s t runen t s  t o  provide a near-real-tfme measure- 
ment o f  SW d i s t r i b u t i o n  fn  a f a c i 9 i t y .  However, the on-I lne  a n a l y s t s  
f n s t r m n t  technology cannot c u r r e n t l y  achieve labora tory  arnalysls accu- 
r acy ,  although improved technology Is being d m n s t r a t e d  f o r  on-line 
product so lu t ion  measurements a t  the  'fokari reprocessing p l a n t  using on- 
l i n e  K-edge d e n s i t o m t r y  and g a m  analysis 

The I A f 3  has eva lua ted  near-real-t ime materials accounting a s  a 
technique to shorten t he  accountancy in t e rva l  (Reference 61. The full 
implementation of t h a t  technique would r equ i r e  add i t iona l  I A U  fnspec tors  
and ana lyses  t h a t  would s i g n i f i c a n t l y  s t r a i n  the l imi t ed  IAEA resources.  
I n  canpar i son ,  t h e  autunated technlque being eva lua ted  i n  t h i s  study 
could approach the accuracy of near-real  -time accountancy measurenentt 
without the requi red  presence of the I A E A  inspec tor .  Rather,  t h e  mea- 
s u r m n t s  would be considered to be estBmates, to be confinned by less 
f requent  observed m e a s u r m n t s  and by mater ia l  balances performed i n  #e 
presence of an fnspec tor .  Reference 6 acknowledges the b e n e f l t  o f  the 
f n s p e c t o r ' s  presence for c o l l e c t i n g  "cor robora t ive  da ta  which can be 
used ta, provide approximate ve r i f i ca t ions . "  The a u t m t e d  system can 
c o l l e c t  even more confirmatory d a t a ,  &pending on the degree, of assurance 
r equ i r ed ,  t o  support  both the estirnat@s and accountacy measurements. 

?he concept being eva lua ted  a t  ICPP i s  n e a r - r e a l - t h e  ma te r i a l  est i-  
mating as a contafnarent-surveillance measure t o  complement accountancy 
measurements. The assurance provided by SNM so lu t ion  s u w e i l l a n c e  should 
a l l e v i a t e  t h e  near-term requirement f o r  mre f requent  mater ia l  balances.  
The po ten t i a l  exists f o r  u l t b a t e l y  increas ing  t h e  f n t e w a l  between ma- 
terial balances as conffdence i s  gained i n  the method's a b i l l t y  to con- 
firm SW containment. To test this  su rve i l l ance  method. bas i c  systems 
have been inplemnted a t  both the Tokai reprocessiing p l a n t  awd t h e  ICPP. 
There a r e  no technica l  barriers to implementing the m n i t o r i n q  systm, 
c o l l e c t i n g  and analyzing the d a t a ,  o r  maintaining transparency tc p l a n t  
ope ra to r s  o r  productfan. Yet, some p o l i t f c a l  ques t ions  have been r a i sed  
regard ing  compliafye w i t h  INFCIRC 153 (Reference 11: 

(Reference 5 ) .  

1 
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- 
- the h g r a e  of i n s t  ve t i  f fca t ion  needed - the  possible disc1 of  nat iona l ly  sensitive QP company pro- 

The f i r s t  two reservations depend d i rec t ly  on the amount o f  assur- 
ed by the I A E A .  Additional monitor ing m i n t s  o r   ti^^^^ 
can be added to provide a syslzm ? ~ c t ~ ~ ~ ~ ~ ~ ~ . ~  more d f f f l c u l t  

the minimum amaxaunt of  necesssaty i n f a m a t f o n  

p r i e t w y  i n f o m a t i o n  

r e t a t n  process data wl th in  the 
f l c  f a c i l f t y  such tha t  de ta i l&  

inspector without directly disclosing d@ta i led  data. In a l l  cases, the 
specl f ic  requir  nts for  each monitoring polnt  and f o t  the ~ ~ $ ~ ~ ~ ~ t ~ ~  
infomat ion wuld be negotiated i n  the Pespcctive F a c l l i t y  Attae 
t h i s  would, thereby, a l l e v i a t e  CQBBC~SBIS o f  the host f a c i l i t y o  

2 
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5. ASSESS131E#T OF RESULTS I N  TERMS OF MEETING PURWSE 

The task I system vas developed at the INEL and at the PNC 
plant and has accomplished most of the desired objectives for 
an effective monitoring system. These include baric data 
collection and data storage for the major plant sensors in the 
pu storage area, real-time displays for the plant data, real- 
time print-outs of operational chanEer, and the capability to 
playback historical data for the preparation of data lirtings, 
graphical plotr, and sumary reports. The data are of irrme- 
diate potential use to the plant operators, and the potential 
use for U E A  inspector applications is still under development. 

6. CONCLUSIONS 

It is believed that the task I system has considerable 
potential for enhancing the effectiveness of IAEA safeguards at 
the Tokai plant. The main elements of potential contribution 
to safeguards are listed below. 

The task I system can form a badis for improved monitoring 
of the Pu product area. Analytrcal laboratory density and 
isotopic measurements (verified via task C or task H in- 
strumentation), together with task f observation of Pu 
solution evaporation characteristics and other task I 
measurements, can permit the assesmment of pu product 
quantities in the Pu product area on a near continuous 
basis (near real-time or post-analysis via histarical data 
playback). 

The task I system produces an historical data bare which 
may be used to monitor aperations and prepare accountabi- 
lity-type suarmary reports relative to: 

i) new product batch inputs into the Pu produce area; 
ii) current Pu product inventory at any specified time; 

iii) R, product load-outs from the Pu product area. 

m e  recorded plant digital state changes, together vith 
the recorded analogue signal changes, can be used for 
operations surveillance monitoring to verify that speci- 
fied operations are performed in a satisfactory and ex- 
pected manner. This surveillance activity can be per- 
formed initially via manual analysis of the data with the 
potential for adding future capabilities for computer 
aided analysis. 

and 

I 60 
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Excerpt. from The 7 o k ~ i  Works Annud Progress Report, PNCT NB31-82-01, September 1982. 

-. . 

V. Product Area Honbtorirag, System (TASK-I) 

The product  a r e a  moni tor ing  6 y s i m  ~ o n 6 i s t 6  o f  8 d e s k t o p  cmputer  1- 

cated i n  t h e  p l a n t  o p e r a t i o n s  c o n t r o l  ram, four i n s t r u m e n t a t i o n  cab ine t s  

l o c a t e d  behind t h e  p l a n t  c o n t r n l  p a n e l ,  and two i n s t r u m e n t a t i o n  boxes l o c a t -  

ed i n  t h e  p l a n t  atCe66 area. Approxi tmte ly  200 sensor signals f o r  t h e  ta.nkc 

levels, d e n s i t i e s ,  t e m p e r a t u r e s ,  and t r m s f e r  operattons in t h e  p l u t o n i m  

product  s t o r a g e   are^ a r e  P n p u ~  f o r  tp T ~ s k - 1  s y s t m a ,  whlch i n c l u d e &  h i g h  

p r e c i s i o n  e l e c t r o n i c  s a n m e t e r  i d a s u r m r n t s  f o r  t h e  p l u t o n i t ~ ~  product  ac- 

o u n t a b i l i t y  tank  and the seven product  s t o r a g e  areas ,  The sys tem m o n i t o r s  

t h e  m a t e r i a l  e n t e r i n g  and l e a v i n g  t h e  p r o d u c t  a r e a ,  t r a n s f e r  o p e r a t i o n s  

v i t h i n  t h i s  a rea ,  and the m ~ m t  of m t r r i a l  currently i n  storage. The 

computer  i s  p iovided  witell r e a l - t i m e  d i s p l a y s  end p r i n t - m t s  which present 

t h e  product  a r e a  b t b t U 6 ,  snd h i s t o r i c a l  data f i l e s  a r e  m d n t a l n e d  f r m  which 

an opera tor  r a y  p r e p r e  amnary report listings and g r a p h i c a l  p l o t s  of 

s e l e c t e d  d a t a  v i a  d a t a  playbark. A g e n e r a l  b l o c k  d i e g r m  of t h i k  system $6  

i l l u s t r a t e d  i n  F i g u r e  8.  

,, 

~ 

The f u n c t i o n s  of t h i s  system are l i s t e d  below. 

( 1 )  Monitoring t h e  t a n k  volume 

1 )  Liquid  level and dena; i ty  on  t h e  p l u t o n i m  product  a c c o u n t a b i l i t y  t a n k  

and 6eWn plutonium product  s t o r a g e  B T ~ P R .  which are the most I m p o r t e n t  

f o r  a c c o u n t a b i l i t y ,  a r e  measured by D i g i q u a r i r  h i g h - p r e c i s i a n  pressure 

t r a n s d u c e r & .  A t y p i c a l  e x m p l e  of t h e  product  solution l eve l  dRta for 

a c c o u n t a b i l i t y  tank 266V23  i 6  p r e s e n t e d  i n  Frgure 9. The e r r o r  16 

C 6 t h a t e d  a t  +0.026i  of e f f e c t i v e  mrreasuresenr range 

il) Liquid  l e v e l  and density In aLmqst all tanks are measured by the  64-  

channel kncanivalwe m u l t i p l e x e r  s u b s y s t  @TI, 
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?NCT N I f l l t Q l  

There d 8 t c  e r e  compared with the p l a t  control p.n*l chart reor+- 

data. The error of the dp tranrritterr I s  wlthin *I% PS with chart 

recordfag cc*lpeas8tion djustrcnc ,  and the error of 61-ch.nael m i -  

valve l a  within *.0.1% PS at  calibration trperature .  A typlcal e x m p l e  

is presented La Figure 10. 

tAW 10. 266123 
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m.00 

10.00 
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Fig.10 266V23 'Level Data Plot 
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P r o j e c t  JA-3 

T i t l e :  PLUTONIWPl PRODUCT RaEA MONITORIHG SYSTEM 
_I_ 

Execut ing  I n s  t 1 t_u.E : 

Powex Reactor and Nuclear F u e l  De~selaprnent C o r p o r a t i o n  (PNC) 

O b j e c t i v e :  

The puxpose of t h i s  p r o j e c t  i s  t o  develop  computer-aided real-time 

ContaiNnent/Surveillance system of t h e  PlUtQnlum P r o d u c t  Area i n  Tokai  

RepKOCeSSing P l a n t  t o  be a p p l i e d  t o  t h e  r o u t i n e  i n s p e c t i o n  work. 

A c t i v i t i e s  and R e s u l t s :  

(1) Genera l  

T h i s  system had been developed under t h e  TAST'EX Program 

(Task-I), and inc luded  t o  JASPAS Prograin in J u l y ,  1982. E f f o r t s  t o  

improve t h e  hardware f u n c t i o n s  of p r o t o t y p e  JA-3 system, had been 

made u n t i l  March, 1983- A f t e r  A p r i l  1983,  e f f o r t s  t o  d e v e l o p e  t h e  

d e s i g n  and t o  e s t a b l i s h  t ~ h e  t e c h n i c a l  s p e c i f i c a t i o n  for the systern 

adequate  f o r  i n s p e c t o r ' s  u s e ,  i n c l u d i n g  t h e  m o d i f i c a t i o n  of e x i s t i n g  

system, have been endeavoured. 

( 2 )  P r o g r e s s  of t h e  d e s i g n  and s p e c l f l c a t i o n  of i n s p e c t i o n  u s a b l e  system 

The o u t l i n e  of t h e  f i n a l  i n s p e c t i o n  u s a b l e  system was d e c i d e d  

and examinat ion on some d e t a i l  s p e c i f i c a t i o n  of this s y s t m  was 

advanced. 

1) I n s p e c t o r ' s  t e m i m l  

I t  was adapted  a s  a p r i n c i p l e  of d e s i g n  t h a t  t h e  i n s t a l l a -  

t i o n  of  i n s p e c t o r ' s  t e r m i n a l  v h i c h  is n o t  d i r e c t l y  connected to 

t h e  e x i s t i n g  o n - l i n e  t e r m i n a l  b u t  allows t h e  i n s p e c t o r  t o  a n a l y z e  

hand-car r ied  data .  

Only s e l e c t e d  f r a c t i a n  o f  the whole data c o l l e c t x d  a t  the 

o n - l i n e  t e r m i n a l  i s  t r a n s f e r r e d  t.0 t h i s  t e r m i n a l  v i a  magnet ic  

media. 

2 )  S e l e c t i o n  of t h e  i n s p e c t i o n  data 

S e l e c t i o n  of t h e  minimal ly  r e q u i r e d  d a t a  f o r  i n s p e c t i o n  

purpose  among t h e  whole d a t a  of o n - l i n e  t e r m i n a l  was performed.  

JA-3-1 
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Reduction of t h e  number of data to be provided f o r  inspector fran 

the pro to type  JA-3 system was necsmsary to make efficient and for 

the s i m p l i f i c a t i o n  of the s y s t m .  

3 )  Improvements of t h e  e x i s t i n g  hardware system 

Sane modi f ica t ion  for des ign ,  e s p e c i a l l y  fox ecanivaive 
system w e r e  axaminctd t o  enhance the r e l i a b i l i t y  of the hardware 

func t ions ,  because of t h e  exper ience  obta ined  through the  opepa- 

t i o n  of the  e x i s t i n g  system and the r e s u l t s  of t h e  test of n w  

va lves .  

Continuous test ope ra t ion  of the e x i s t i n g  system 

Long term opera t ion  t o  check the r e l i a b i l i t y  of t h e  e x i s t i n g  

system has been c a r r i e d  o u t  for one year .  Some mal func t ions  related 

on t h e  scaniva lve  func t ions  w e r e  observed, which were not so s i g n i f i -  

c a n t  and were improved. 

O t h e r  t e c h n i c a l  examination 

Density e s t ima t ion  m o d e l  which enables t h e  e s t ima t ion  of the 

d e n s i t y  of evapora t ion  Pu s o l u t i o n  w a s  examined. 

O t h e r s  

J o i n t  meeting between PNC, IAEA and INEL (under j o i n t  task of 

JASPAS and POTAS) were he ld  i n  September and December, 1983, to 

examine t h e  d e t a i l  of t h e  development. 

Funding : 

fl 1983 - %18,646,000 
'Y 1,809,697 ( f o r  t h e  cost of i n v i t a t i o n  of IAEA personnels )  

Schedule ( f o r  FY 1984): 

(1) Decision of the  f i n a l  des ign  and s p e c i f i c a t i o n  of the i n spec t ion  use 

system 

( 2 )  Decision of modi f ica t ion  of t h e  e x i s t i n g  system 

( 3 )  Restructure of the e x i s t i n g  equipments and sof tware  program 

(4 )  other developnents on dens i ty  e s t ima t ion  m o d e l ,  e tc.  

YA- 3- 2 
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accoootancy i n  tho proeorr MBA, and borrauinl ui~upeod idea. tror wmt. 
t h e  NC-PM, or tho 8uthor8 o m  invaatioa for  the spat  fu.1 r t o r y o  and 
pfutoaiw nitrat. rtarcya LBI.. Chaptors 2 throwh 6 di8cws t h r  b u i c  

di~orrion 8EaEUiOl. dorcrih t h e  4dlfwad .ppro.Ch 8 d  di8CU88 th. * u i - S  

1 d . u  which havo baon incorporatad Into it. Tho author8 * e k n a r l ~ o  that  

not a v e t f t h i q  doreribod hu b a a  coartmctod and tortad in  tho r p n l f i e  

form m m n d a d .  but thoy al80 ugue that overythiry proporad h u  baoa 

dor01op.d and tort& h rufficfoat dotai l  to  ju8tify an u8urptioa that tho 
ostrrapolationr raquirod w i l l  a180 uork u derirod. 
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- iii  - 

t o r t i . ~  rtudlos c l o u l y  i d l e r t o  t h a t  tb. goals of 8 kg ?u in 

1-3 mako (.brupt), oc 8 kg Pu in  ono yew ( p t a t r u t o d )  wald b. wt or 
r w u .  

S&ogu.rdr fo r  uranium u o  briof ly  d i ~ c u s ~ o d ,  l u g o l y  b.caU80 of  tho 

corroboratiro information such safoguuda Y a s m s  CUI m i d o .  

Chaptor 7 d08cribor a 8-10 ostia&. of inrpectioa mftort l i h l y  to 

k aoodod to i l p l w n t  t h o  .drurc.d s a f o ~ u u d r  approach. basod on tro alto- 
a a t i n  urwnptioas ,  on* baing f u l l  capacity o p r a t i o a ,  tho othor boi- o w -  
&tion for 200 dry8 a t  0.4 t fd .  LII approximtioa t o  S o I  capacity oporr t iw.  

for f u l l  scala operation tho o s t i u t e  i 8  394 man-hours pot p a r ,  rdrich t1. 
toport t t ~ s l a t o s  into §99 rm-drys. ?or 50% e a p u i t y  oporatioa tho c a p u -  
abl. CigtU.. oss 2126 W - h m t 8 ,  o t  354 w - & y # -  Tbh.80 *#t ia&t~~ V. /e 
rally corpurblo t o  curront actual  inspostion prsct ico a t  the PIK T O W  

roprocassinl; p l u t ,  but tho advancod safmgeudr approach i s  claimad t o  pro- 

vida r i g n i f f c u t l y  increased dotoetion somit iv i ty  and t i w l i n o s s .  
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Proc-sss ,  OF operations, monitoring is an expression which means many 

differant things to many different people, and which frequently brirqs  f o r t h  

immediate objections to any consideration whatsoever. pclos'c uai-sions, while 

conceptually offering aafeguards advantages, requirbp extensive inspector 

access tu process information. and far that reason are unlikely to gain ?%ember 

State acceptance. Failure to recognize that the falsification of process  

infomation in a m~aningful manner is a C O S ~ P ~ ~ X  problem, coupled with tit 

corP-espading insistence that all process data used for safeguards \wst ba 

extensively tamper-protected and verified, a l s o  tends to cause process 

monitoring proposals to appear hlgkiy intrusive and not necessarily highly 

effective. 

In the studies leading to the advanced safeguards approach a much mor@ 

modest goal was considered. Specifically, it qua3 noted that plutonium cannot 

be diverted from tho process area of a reprocessiqg plant without diu@rting a 

volume of solution. and the question was asked &ether it might be possible to 

define a carefully linited number o f  monitoring points which would be capable 

of providing redundant confirmation that solution volume w a s  o r  m a  n o t  

disappearing in an unexplained mnnes .  A significant positive #UF associated 

with an apparent disappearance o f  solution lnaould constitute a serious anomaly 

requiring immediate a d  careful investigation; a significant positive W F  not 

associated with missing solution would be less seriou3. Missing solution not 

a5sociatod with a positive PgUF bhla9I.d not constitute an anomaly at ell and 

would be investigated only in t e r m  of its potential effect on the  drtactisn 

capabi 1 it ies of safeguards 

This work is far from complete However+ in the reference PMC-Tokai 

facility it was pQssible to define some fifteen process points which it  auld 

be useful to monitor. These points relate primarily to volume (level) 
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recorders for a11 buffer storage tanks, flow meters on lines leading into and 
out of these tanks, and the leuel recorder on the product evaporator. The 

suggestion in STR-140 was that data from thess process points would feed 

directly into an IaEa-controlled micro or mini computer which would compute 

and maintain solution balances for the major buffer tanks. There tanks are 

affected to some extent by additions of acid o r  other chemicals which would 

not be monitored. However, the volumes which must be removed as part of a 

diversion attempt are large compared to normal process variations, especially 

if the assumption is abrupt o r  semi-abrupt diversion. Observations related to 

solution volume probably would not be meaningful in terms of the limiting 

protracted diversion o f  200 grams Pu per week or so; the corresponding 

solution volumes would be in the range o f  50-100 litres and process 

instrumentation is not expected to be sufficiently accurate. Nevertheless, 

the absence of any discernible trend should be useful corroborative evidence 

that diversion is not occurring. 



L. 
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OPERATIONS MONITORING 

A .  E .  Binder 
International Safeguards Division 1754 

Sandia Laboratories 

ABSTRACT 

Systems of operations monitoring (OM) are examined for 
app 1 i cat ion to f u t u r e i ri t P r na t i ona 1 sa f egua rds ac t i v i t i es . 
Operations monitoring ::3 defined as the monitoring of 
process functions ( i . e . ,  v a l v e  position, pneumatic 
pressure, control v o l t a g e s ,  glove port access), but not 
including NDA measurement of materials. Operations 
monitoring is related to but contrasts with the "closed- 
loop" controls proposed f o r  domestic safeguards applica- 
tions, which are integrated into the management of a 
plant. For international safeguards, operations monitoring 
is an "open-loop" function that does not apply immediate or 
physical control to nuclear material. The relationship of 
OM to systems of timely monitoring of nuclear material by 
NDA techniques is a l s o  described. 

Different operating modes and other factors affecting the 
potential use of OM by the IAEA are described. Several 
levels of techniques for verification and limits to 
verification imposed by the design and operation of the 
facility are discussed. The need to initiate testing of an 
OM system at a pilot plant is identified. 

i-ii 



ow 
Dbt. 

R.D Huat 
s. J .  Humell 

A. B. Crawford 
Eng1neenng Tcchnologg. Division 

J .  W. Wachter 
Fsel Recycle Division 

s. 1.. Hebble 
Computer Sciences Division 



43 

ABSTRACT 

Microscopic process monitoring (MPM) k a material control strategy designed to use 
standard process control data to provide expanded safeguards protection of nuclear fuel 
cycle facilities. The MPM methodology identifies process events by recognizing significant 
patterns of changes in on-line measurements. The goals of MPM are to detect diversions of 
nuclear material and to provide information on process status useful to  other facility safe- 
yards  operations. 
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MeaSumnPent teehnologici far pmm%% coraawu md m e r  ~~~~~~~~~ ~~~~~~~~~~~ have 
i-apmved considerably in &e lmf wver-a yam, erpsciaIly in the  degree to w 
process ~~~~~~~~~~~~~~ is accesiblc by computer The pakntid ~f~~~~ 
this type of process inst~.irne~t data haw been widcby ~recognized. A cwfeguwds strategy, 
based primarily on the data from pmcess contmi instrumentation called microscopic process 
msmtonng (MPN). ha5 t w n  Btve1opc.j for rzprccessing plant apphcatitana at &e Oak 
Rndgt National Laboratory 

flexibility ~YI dekectmg divenicrns by heapmg to ~dentify anomdous process cnnd 
zvents that would indicate a dksaion. A lag@ quantity md variety of ~ e ~ ~ ~ ~ n ~  infor- 
mation 1vodd also rnaxmbl: Phe tamper-indvsating capabiliti-s of the: syprstcm if mitable 
relationships between the niewured p a ~ m ~ t e r x  csllld be found The MPM p m d u r e  pmrides 
a means for direct inclusion of J1 types of procem data in the d ~ c ~ $ ~ ~ ~ ” ~ ~ ~ ~ ~  p m e s  
To make use of such data, a pspcess rno,iitcring me!hodo.logy must exploit cswdatjons 
between vanous measurcd pxameters and the status of the rnuclet?i.r materid rirn the pmcew. 
As the name “ I ~ I ~ ~ ~ O S C O F K ”  ninplars, the MPM methodcpbgy h b A on local cacrmlations 
between a small rmurnbcr of process vwiabfc9 over a short period of t h e ,  thus avoiding the 
complexity cf modeling wide-rang or long-tern maelatitme Micmsrcopic pmess  mom- 
tonng 1s not a miatend accountmg strategy md docs not depend on matcnal bdmce cmcepts  
over large areas of the plaiit 

The fint step of the MPN technique is to prediict a future value for each measumd 
vanable Linear extrapolations and volume conservation equatnonc are used for nmst NPM 
predictrons Even with frequent apdating, the individual models used in MPM ape not usually 
versatile enough to accurately predict future values Fortunately, it IS possible to assemble 
a set of smple models such that some of them wldl generate reasonable predictions at any 
particular tune 

Each process vanable rneasurcrncnt is then compared with one or more comsponding 
predictions. Specifically, the measurcd value IS subtracted from the predicted value, and the 
difference IS divided by an uncertaunty fx to r  The uncertabnty factor reflects the combined 
effect of the uncertainty of the measurement and the uncertamty of the pmdjction. 

For each comparison ktweeo measurement and prediction, a unitless discrepancy 
statistic, denoted Z ,  IS calculated with the followmg foemula 

A broadly based microscopic pmcess rr.oni‘trai-,ng ysteem wrvculd pmvidc 

X = the predicted value of a variable, 
Y = the measured value of a variable, 
sx = the uncertainty of the p~d ic t ion ,  
sv = the uncertainty of the rneaswement. 

vii 
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This statistic is a fair measurn of  the significance of the difference between observation and 
expectation. 

The MPM methodology bases safeguards decisions not on the values of the individual 
z statistics, but an the vslue of an event statistic c d e d  r .  When I particular went  =cum, 
that is, a diversion or a batch transfer, it tends to generate a distinct pattern of nonzero z 
statistics which arc combined into a u n q u e  value of r corresponding to that event. Hence, 
the MPM methodology permits identification of nonnal process events; other events am 
interpreted as possible diversions. 

During FY 1980 and FY 198 1, the MPM concept was tested at the B m w e U  Nuclear 

cess spent nuclear fuel; however. c d d  operation with natural uranium is permissible. For the 
MPM experiments, the plutonium extraction and purification cycles of the BNFP were 
operated with natural uranium feed solution for six 7 4 a y  periods, and data from 5 2  on-line 
process measurements were analyzed and recorded. Controlled diversion experiments were 
conducted during the periods to test the abrupt diversion detection sensitivity of MPM. 
Volumes of 1, 2, 5 ,  IO, and 20 L were removed from some of the tanks used in the demon- 
stration. In all cases, the solution was removed from the tanks as rapidly as possible. 

The BNFP experiments clearly demonstrated that MPM can be implemented in a large 
reprocessing plant on a standard mmicomputer system. No fundamental problems were 
encountered in accomplishing the rapid and frequent data acquisition required for MFM. 
The experiments concentrated on the detection and identification of  abrupt prucess phe- 
nomena, that is, those that cause a measurable change in process parameters within 8 min. 
No attempt was made t o  address protracted diversions. Data were compiled on the sensitivi- 
ties and false alarm rates associated with these types of Identification. In general, the detection 
sensitivity was found to  be dependent on the mode of operation of the tank (1.e.. static or 
constantly filing or emptying) and the accuracy of the instrumentation. The MPM technique 
proved successfit1 rn identifying abrupt diversion and batch transfers. 

The feasibility of applying the MPM concept i n  an operating plant has been demon- 
strated. Future demonstrations will use binary valve and pump sensors to assist in the 
identification of batch transfers Further work on slowevent monitoring (protracted diver- 
sions, instrument drift, and pulse column events) usmg MPM is planned. After an optimum 
MPM software package has been developed, current plans call for integration of the MPM 
with dynamic accounting and physical protection to  form a comprehensive safeguards 
system. 

f Fuel Plant (BNFP) in Barnwell, South Carolina. The p h t  has not yet been licensed to pro- 

viii 
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A modern h r g e  wale reprocerring f a c i l i t y  
(1100 HTU!yr) p r a r e n t r  A unique challenge t o  
*et Current u f a g u r r d r  ob jec t iver  for  t i w l y  
detaecion of mater ia l  l o r r e r .  tor m a t e r i a l  
accmntinp to he rupoaaive at there throughput 
reteo, heapeat mater ia l  balance c lorurer  are 
required.  The l i m i t i n g  f a c t o r 8  have been 
p b y r i a a l  c o e t r .  downt i r e  and o p e r a b i l i t y  
coar t ra intr  of inventor iu  for f r tquent-uter ia l  
bAl.DCI eloourer . 

An In-Procar. Xnventory Technique (IPI) 
hu-wen drvrloped and t e s t e d  at the  Barnuell 
luetrrlrrwl Plant tEN?P) t o  provide frequent 
i m ~ o r i a e  r i t h o u t  coat or i n r t r u r i v e n e r r  t o  
phnt  operability. A computerised miarurewnt  
aptem -10 mai lab le  procerr mosurement r and 
prourr control maafytical inf o r u t  ion. There 
data a r e  procerred t o  d e t e r r i a e  the p r o c e r r  
i a v e n t o r y .  The c ~ l c u l ~ t i o n  r o u t i n e .  u r e  
rout i n d y  m i h b l e  procarr control m a r u r m n t  I 
*ad uqlc re ru l t r .  The technique requires  no 
rhutdorn,  no r p e c i a l  p r e p a r a t  i o n r ,  and no 
rpec ia l  a r r u r e m e a t r ,  or rampler. With chi8 
technique,  hourly inventory f requencier  and 
mmterial balance cloaurer  have been achieved 
d u r i q  demnmtration runs in the 1500 MV/yr a t  
B U R .  l e r u l t r  ahor w n r i t i v i t i e r  of 2 t o  5% of 
t h e  normal process inventory are ~ c h i e v a b l e  
during n o r u l  operat ionr . Recent improvements 
i n  data badling routine@ indicate the technique 
C A O  be w n r i t i v e  d u r i n g  r r a n r i r n t  p r o c e r r  
conditioru u uell. 

1MTIK)WCTION 

The role of accountancy i n  a t c l e a r  mate- 
r i d  ufeguardr  i n  A bulk handling f a c i l i t y  i r  
t o  detect lore or diwraion of u t e r i a l  balance 
r U u r e L n e  b t ~ .  lor a rpene f u e l  reproccrsing 
plant. t&! effectiwenerr of accountancy in t h i r  
role  bar k e a  limited by the  necer r i ty  t o  per- 
fom A fluahout .ad phyrical inventory to c lore  
the mater ia l  balance. Iconomice and p l a n t  
opermbility limit the frequency of there  inven- 
tori- t o  something on the order of twice per 
year h i c h  complier with not ional  rcgulat ionr  

but unnot m e t  international pe ls  Lor ticlrli- 
nerr of btect ion. 

T i r l i n e r r  p a l o  can be =t uhea mterial  
balance i n t a r r a l n  can be c l o s e d  on 8 more 
frequent  b o r i r .  Bowever, t h i r  r a q u i r e r  an 
account ia(; r g r t e m  bo provide "near-real-t imo" 
accounting report. a d  a w t b o d  of r e r u r i f q  
plant inventory u i thout  the tr a d i t  i o n d  p lan t  
rhutdom and flushout. 

Me8r-reAl-t i r e  a c c o u n t  i n s  bar  b e e n  
accapf i rhrd  at I a m b e r  d t r c i l i t i o e .  A t  tbe 
BIPP, the i n r t a l l e d  and operable accountins 
r y r t c m  feature. c a p u t e r i r a t i o n  at material 
balance ~ a r u r e ~ n t  ra r t incr  rod dot8  l g g i y .  
There rout ines  i n c o r p o r s t e  d i r e c t  computer 
r e d o u t  of maaure in t  i m t r u r n ~ o  4 o P l i o e  
computer a c c e r r  t o  a n a l y t i c a l  laboratory 
eearurement d a t a .  The r e a l - t i w  s r t o r i a l  
balance accounting portion bmr be08 t b s r a a @ l y  
dronrtrrted * 

I k v t l o p r n t  of inventory tAkia(t copabi l i -  
tiu without rhutdovn a d  f l u a b u t  har b e s  the 
recent 9.1 at  thc BNPP t o  f u l f i l l  DL. timeli- 
ator r t g u i r e r n t r  for m t e r i a l  b e l m n c *  claurao. 
Yh@ eachnique har become known a8 Ta-)rocera 
I mentor y . " 
includes direct interface to drwt 500 procer. 
i n r t r u a e n t a  and on-line monitor. e C u r r e n t  
analytical laboratory mearur-nt & t a  era a l s o  
available for a11 procerr cont ro l  and account- 
abi l i ty  sample point.. 'Ihcre d r t ~  are  c a b i n &  
for  in-procerr inventory e s t i u t i o n .  Dcctvtre- 
tiono with the plant  operat ing i n  A ter t  -de 
taring n a t u r a l  uranium i n d i c a t e  i n v e n t o r y  
oanoi t ivi t ier  in the ranye of 2 to 5% of normal 
procesr hold-up are achievrblc duricy rmt ine  
o p c r r t  i o n r .  During t e s t  per iod.  p r o c e r r  
inventory determinhtiolu have been conducted AI 
o f t e n  JI once per hour a l l o w i n g  f r e q u e n t  
o r t e r i a l  b a l a n c e  c ~ o r u r e s  f o r  r a f e g u a r d r  
woluat  io-. 

F h i r  has  been @ccompfirhed -der the  
~ o ~ ~ t r r i n t  t h a t  oaly rout ine  proecor c m t r o l  
i n f o r m a t i o n  i s  used .  There have boen no 
requirements for r p c i a l  inventory p r . p A K A t h M .  

rpecial umplcs, or rpecir l  measurement.. fh. 
procedure i r  r "rnapshot" of c u r r e n t  p l a n t  
a c t i v i t i e s  with no  COB^ or inr t rueiwenerr  to  
plant operabi l i  t y  . 

A t  the BWP, thc ilutAl1ed C M p l t W  qlttr 
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TASK 8.1 

INDUSTRIAL S C A E  REPROCESSING 69 

R. WEH 
B E U T S C W E  SESELLSCHAFT FOR 

W I E D E R A U F A R B E I T U N G  VOW K € ~ ~ ~ ~ E ~ ~ ~ ~ ~ ~ F E ~  MBH 
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In order to d i m s  safaquards elements whicfi could form a wxkablc 

safguards system, M industrial scale rccprbtsssing plant of medium to 
large t h t w h p t  is describsd. The main feature w i t h  regard to s a f e  

guards is an advanced techmlqy i n  tennu of meacsurtmant, rm t ro l  in- 
stnmentatiar and remte maintenance. 

The prqmed safeguards strategy is carefully adapted to the facility 
design and s-es mnventicnal material acc~untancy as a basic mea- 

sure. It is canplemented by ccntamment/sweillance in the headerd 
material balance area taking advantage of the material's properties. 
To avoid a stccnd shut-kwn inventory taking per year '[which would be 
totally uMctxptable both for operatruml as well as for cmmexcial 
reasam) and to w i d e  some assurwce of timely detection of diver- 
aim, -- inventory taking during pLMt aperation is foreseen 

in the & Y a x s s  arm. 

Attention is given to terminaticn of rafaguardl. to bastes hid? 

should OCCUT aa a a r l y  as p s i b l e  in the prcess. 

"he proper ambination of safeqauds elements as described leads to a 

wrkable app-cach which remiins f lexible  w i t h  regard t o  adaption to 
varying technical hwrxbry cmnditions of the plant. 
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ABSTRACT 

This report de ta i l s  the work performed by NUSAC, Inc. f o r  the U.S. 

Nuclear Regulatory Comnission under Contract No. NRC-02-79-043-2. The 

NRC c m f s s i o n e d  th i s  work because e a r l i e r  studies had indicated that 

matcrial control and accounting could be enhanced by usfng process 

m n i t o r i n g  techniques. The purpose o f  t h i s  contract was t o  perform an 

in-depth study of process monitoring techniques a t  d i f fe ren t  levels of 

sophistication, each examining the potent ia l  use o f  process monitoring 

data t o  improve material control i n  a high enriched uranium scrap 

recovery f a c i l i t y .  These four leve ls  were: 

e 

e 

Expansion of current ly  used process monitoring techniques and 

current ly  generated data. 

Oevelopfnent of new process monitoring techniques and expanded 

use o f  ex is t ing techniques, but with no equipment 

modification, new equipment or process modifications. 

Expansion of current ly  used process monitoring techniques, 

development o f  new techniques, and minor modif icat ion of 

ex is t ing  equipment. 

Development of new techniques, major modifications t o  process, 

and ins ta l l a t i on  of new equipment. 
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The c s t  effectiveness for each syst was determined by: 

@ 

Q 

Developing a yearly opcratlngl cost. 

Measurtng system effectiveness as dcfcmtned by I t s  abflity t o  

met a s e t  o f  gctfomamc p a r m t e s s .  

Q Comparing the imr ntal cost with the Inproved effectdvaness. 

Based Qn this ef for t ,  NUSAE took the st cost effectlve system and 

developed It fully, providSng cmglatrr?, operating abillties and parameters. 

iv  
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