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ABSTRACT

The U.S. Department of Defense is in the process of modernizing its Worldwide Mili-
tary Command and Control System (WWMCCS) Automatic Data Processing (ADP) sys-
tem. This modernization will include a new ADP system: WWMOCCS Information System
(WIS). The need for modernization results from a rapid growth in technology and an
increased dependency on ADP support. The Air Force’s role in this effort is the moderni-
zation of the Air Force WIS (AFWIS). The Air Force requested the assistance of Oak
Ridge National Laboratory (ORNL) in investigating UNIX as a possible operating system
for its new WIS ADP environment. ORNL reviewed and analyzed (1) WWMCCS docu-
mentation for system requirements, (2) technical materials for information about UNIX,
and (3) business sources for indications about UNIX’s future in a commercial market.
This analysis concluded that there are some features required by AFWIS that currently
only UNIX can provide; however, its place in the future marketplace is still uncertain.
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EXECUTIVE SUMMARY

The rapid growth in information systems technology and the increasing dependence on
Automatic Data Processing (ADP) support have resulted in the need for modernization of
ADP functions in many organizations. Faced with this need, the U.S. Department of
Defense is beginning a major effort to modernize its Worldwide Military Command and
Control System (WWMCCS) ADP system and to replace it with WWMCCS Information
System (WIS). The Air Force’s role in this effort is the modernization of the Air Force
WIS (AFWIS). One aspect of ADP meodernization of particular concern to the Air Force
is the selection of a computer operating system that can both meet current needs and
adapt to future needs. Oak Ridge National Laboratory conducted a study to provide the
Air Force with information to aid in this decision.

A computer operating system is a computer program that shields the user from the
hardware. It performs many functions that are basic to the system (e.g., timing, job
scheduling, accounting, interrupt handling, and security) and that should be protected from
all but a select group of professionals (systems programmers and administrators). Another
important factor in the selection process is the ease with which a user can communicate
with an operating system.

A rteview of Air Force documentation on WIS was conducted to determine the needs
of the system, and a few of those needs are (1) that the system handle data in an effi-
cient and responsive manner, (2) that it allow for changes in hardware relatively
smoothly, and (3) that it handle classified data.

Another review was made of literature to determine the features, advantages, and
disadvantages provided by UNIX. Some of the better-known advantages of UNIX are its
ability to move rather easily from one hardware environment to another, its numerous util-
ities, and the good environment it provides for software development. Some of its disadvan-
tages include its questionable user-friendliness, the proliferation of many UNIX versions
and look-alikes, and the perceived lack of documentation.

A third review was conducted to try to determine what place UNIX occupies in the
marketplace and what its future will be, a difficult task because of the diverse opinions
expressed in the literature reviewed.

After the reviews were completed, the information was analyzed to try to determine
the suitability of UNIX for AFWIS. The conclusions reached were that there are some
requirements of AFWIS that only UNIX can provide but there are some uncertainties

about its future. Air Force decision-makers will need to consider these points when making
their selection.
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1. INTRODUCTION

The purpose of this document is to discuss and evaluate several aspects of UNIX as
an appropriate and suitable operating system for the Air Force’s portion of the Worldwide
Military Command and Control System (WWMCCS) Information System (WIS) in its
modernization effort. Oak Ridge National Laboratory has been engaged by the Air Force,
through an Interagency Agreement with the Department of Energy, to conduct an investi-
gation of UNIX to aid in this decision-making process. It is not the goal of this document
to make this decision; rather, this document will discuss UNIX in terms of its history,
development philosophy, hardware environments, advantages, and disadvantages; and it
will then discuss what is happening with UNIX in the real world. This document also com-
ments on how UNIX may fit in the AFWIS environment and will point out some con-
siderations to be addressed that will assist in the decision regarding its suitability for
AFWIS.






2. BACKGROUND OF WWMCCS AND WIS

The WWMCCS ADP program began in the early 1970s and runs on Honeywell 6000
computers. Due to the rapid growth in technology and the increasing dependence on ADP
support, the system is becoming obsolete and increasingly difficult and uneconomical to
maintain and operate.! There has been little structure to the ADP organization and, there-
fore, little centralized direction.

The modernization initiative was begun in July 1982 with the establishment of the
Command ADP Modernization Program (CAMP), with one of its results being a
study—completed in June 1983—analyzing the H6000 environment. The Air Force WIS
program was established in August 1984 to modernize, integrate, and implement Air Force
standard command and control systems and command-unique command and control sys-
tems at Air Force sites using WIS-developed hardware and system software.

The nature of a command and control system is such that it has to operate under a
variety of potentially adverse conditions and guarantee peak performance in time-sensitive,
real-world crisis/conflict situations. The system to be developed has a variety of
requirements? to ensure that it will satisfy the needs of the users and will also be able to
function under crisis situations. Some of the requirements are that the system handle a
rapid flow of information and data, meet stringent response times, handle classified data,
securely transmit classified data between sites, support on-line interactive and batch pro-
cessing, and have graphics capabilities.

The Air Force is considering UNIX as the operating system for AFWIS because of
the current widespread interest in UNIX. If UNIX is considered as the operating system
for AFWIS, some user requirements are of special interest. UNIX may be able to satisfy
these needs either very well or poorly. The requirements are that the operating system

must handle a mix of WWMCCS and unique systems;

allow for variously sized interconnected/internetted computers;

present a useful and easily understood display of results;

be sufficiently adaptable so as to allow an easy transition from the current ADP system

to the follow-on system;

5. allow for different hardware from one development stage to the next such that they are
compatible through standard protocols and interfaces and are able to support standard
languages, file structures, and data base management systems;

6. allow for system-transportable software;

7. have easy-to-use input/output (I/0) devices;
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8. have an English-like query language for non-ADP-trained personnel (i.e., it should be
user-friendly*); and

9. allow for application systems that cross major functional areas to be compatible with
one another through standard protocols and interfaces and be able to access standard
files and data base management systems.

*«“User-friendly” is a widely used term with many different meanings. For a good discussion on it, consult
Jon A. Meads, “Friendly or Frivolous?”, Datamation 31(7), 96-100 (April 1, 1985).



3. UNIX

3.1 HISTORY AND DEVELOPMENT PHILOSOPHY

UNIX was created in 1969 by Ken Thompson of Bell Laboratories as a means to run
a computer game less expensively. It became operational as an in-house system at Bell
Labs in 1971. Originally written in assembler language, it was rewritten in C in 1973 by
Dennis Ritchie, also of Bell Labs.

“Portability” refers to moving software from one hardware environment to another.
The concept of portability, however, should not be interpreted as allowing this movement
without modification of the software. One source® states that 30 to 40% of the UNIX
operating system is hardware dependent. Software still requires modification when moved
to a different hardware environment, and the degree of modification varies with program
complexity and hardware. Although the code written in C is approximately one-third
larger than the original assembler code, the ability to understand the C code (and hence
make modifying and maintaining it easier) contributes to the larger code’s portability char-
acteristic. Another portable quality is that C capability can easily be given to other com-
puters by writing C compilers for them. In addition to this significant improvement,
enhancements to the C version have made possible both multiprogramming and the ability
to share reentrant code.

UNIX was written with the intent to create an operating system that is fairly
straightforward and easy to use. One way that UNIX promotes simplicity is through the
use of a large number of utilitics, each of which performs a small task efficiently, as
opposed to using a few utilities, each of which does complicated tasks. There is some ques-
tion as to the user-friendliness of UNIX and the quality of documentation, apparently con-
tradicting the goals of ease of use and straightforwardness. One user, for example,
expressed an opinion that UNIX is hard to learn, easy to use once learned, but definitely
not friendly. However, these are subjective qualities that are evaluated differently by users
with different understandings and needs.

Numerous enhancements have been added to the original Bell Labs” UNIX by many
organizations, but some of the better known enhancements have been made by the Univer-
sity of California at Berkeley. Some of these include performance enhancements, virtual
memory capability, and a variety of utilities. These enhancements, combined with the prol-
iferation of UNIX look-alikes, have introduced a standardization problem among the dif-
ferent versions of UNIX.

3.2 SPECIFIC FEATURES

A few of the features of UNIX worthy of note are the shell, the kernel, forks and
pipes, and the file system. The shell is not part of the operating system, but it is the means



by which the users and system communicate. It is an application program that acts as the
command interpreter between the user and the operating system but has no special
privileges. Also an application program, it interprets user commands for the operating sys-
tem. There are two popular versions of the shell: the Bourne Shell and the C Shell.

The kernel, as its name implies, is the central part of the UNIX operating system. As
such, “what is or is not implemented in the kernel represents both a great responsibility
and a great power.”* The kernel handles process control, I/O and file management, and
machine-hardware-dependent operations. [t is the only portion of the code that cannot be
replaced by the user. The kernel hides the physical machine from programs and users, and
the degree to which the kernel of two different UNIX versions implement the same func-
tions determines the degree of portability of applications between those versions.

Forking is a system feature by which a process is able to spawn a duplicate process.
These two processes are referred to as the “parent” and “child” processes; they run in par-
allel with priorities that can be manipulated independently of each other. A spawned proc-
ess can also spawn other processes.

Pipes are a system feature that provides the mechanism for interprocess communica-
tion. This feature is often used in conjunction with the fork process to enable parent and
child processes to exchange data as though communicating via an I/O channel.

The most unique feature of UNIX is its file system. UNIX has three types of files
(determined by their usage): ordinary files, directory files, and special files—which refer to
I/O devices. Files have no rules imposed upon them. They are composed of whatever infor-
mation is placed in them by a user. UNIX imposes no structural restrictions on files; struc-
ture, if needed, is handled by the program that uses a file. Directories are also files, and
they contain the names of files and the means by which to associate the name of a file
with the file itself. Special files appear to be no different from other files on the system.
However, special files refer to I/O devices, all of which reside in one directory. The advan-
tages of this are that I/O devices are treated as files (i.e., they are “read from” and “writ-
ten to”) and users do not have to know a different syntax to use I/O devices.

3.3 HARDWARE ENVIRONMENTS AND VERSIONS

There are numerous versions of UNIX (not all of which run on the same computers),
and UNIX is available on a variety of hardware systems. Among the various versions are
the following:

Bell Labs’ Version 6 and Version 7,
AT&T’s System 11l and System V,
Berkeley 4.1 and 4.2 running on VAX, and
Berkeley 2.9 running on the PDP-11.
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There are also numerous UNIX look-alikes that run on microcomputers and personal
computers.

Although IBM has not endorsed UNIX, it does offer its own implementation of
UNIX on a variety of its products. PC/{X is available for IBM’s Personal Computer XT,;
PC Xenix (based on System III) is available for the Personal Computer AT, VM/IX is
available on the IBM 3083 mainframe computers. At the UNIX Expo held in New York



City in September 1985, it was interesting to note that neither IBM nor DEC were
represented. Some people view IBM’s UNIX products more as a marketing strategy than
as IBM support for UNIX, thereby preventing IBM from being excluded from any specifi-
cations because of a lack of a UNIX operating system.

Amdahl offers UNIX in the form of its Universal Timesharing System (UTS), which
runs on Amdahl’s 5860, 5870, and 470 v7a computers and on IBM 370s. UTS is essen-
tially AT&T’s System V, Release 2 with Berkeley UNIX system additions. UTS can run
as a fre¢-standing operating system, although most installations choose to run it under
IBM’s VM operating system.

AT&T has entered the hardware arena; and the AT&T 7300 PC (Safari 4), which
runs System V, is the first UNIX-based microcomputer. AT&T also offers a range of
minicomputers with the 3B series of computers.

DEC has its own version of UNIX, ULTRIX, available in the following forms:
ULTRIX-32 on the larger VAXes, ULTRIX-32m on the MicroVAX, ULTRIX-11 on the .
PDP and micro PDP-11s, and PRO/Venix (by VenturCom, Inc. for DEC) on DEC’s Pro-
fessional 300 Series. ~

Hewlett-Packard has the HP-UX operating system, which offers standard time-
sharing on its HP 9000 minicomputer. Hewlett-Packard’s philosophy regarding UNIX
research and development is that their products will be compatible with AT&T’s UNIX
but that Hewlett-Packard will add its own features on top. Hewlett-Packard will probably
offer a UNIX-based operating system in early 1986 that will have a real-time shell allow-
ing interrupts, priorities, and other real-time features.

Sperry has redefined its product line, from micros to mainframes, to be UNIX System
V compatible. Prime has Primix, its UNIX-based operating system, as the operating sys-
tem for its product line. The Altos 3068 super microcomputer runs UNIX. UNIX has also .
been ported to supercomputers by Cray Research, Inc., Control Data Corporation, Denel-
cor, and Nippon Electric Co., Inc. UNIX is also available in some form on Honeywell,
Perkin-Elmer, and Burroughs equipment.

3.4 ADVANTAGES AND DISADVANTAGES

The choice of whether or not to use UNIX depends upon how much the advantages
outweigh the disadvantages for a particular system or purpose. Economics is another influ-
ence upon this type of decision, but economic issues are not directly addressed in this
paper. The advantages of UNIX relate to the portability of applications, which means that
very little modification is required to transport UNIX applications from one hardware
environment to another (Sect. 3.1 also addresses portability). Application backlogs are
reduced when operating system considerations can be relegated to lesser importance. There
is also a large number of utilities and applications that accompany many versions of
UNIX. Some examples of these are word processing features (editors, text formatting,
spelling checks, etc.), electronic filing, electronic mail, and graphics. Because UNIX treats
everything (including I/O devices) as files, the syntax is consistent throughout the operat-
ing system. As discussed in Sect. 3.3, UNIX runs on a variety of hardware ranging from
microcomputers to supercomputers, which allows a user to select the environment most
suited to his application and needs.



Perhaps because UNIX was developed by programmers, it is a very good environment
for software development. Its modular approach and wide variety of utilities (all of which
can be invoked by user programs) assist in the development process. Another advantage of
the UNIX operating system is its ability to deal with time-sharing situations.> UNIX pro-
vides a good work environment for people to share information--particularly on related
projects.

UNIX originally became popular within university communities because it was rela-
tively inexpensive. Consequently, there are many university-trained programmers who are
familiar with UNIX. This influx of trained users may have a positive effect on the
increased use of UNIX.

There are also negative features of UNIX. As menticned previously, UNIX is not
very user-friendly. Commands are very short and cryptic when using the standard C shell.
For example, the “Is” command lists the contents of a directory; “cat filename” is used to
append files, but its default use is to type out the contents of a file on a terminal (“more”
is a more useful, page-oriented “TYPE” command, but some users never discover it).

Some of the rationale (or lack of) behind this type of command monemonics may be
that UNIX was written by programmers for the purpose of software development. It is
important to note that even though the power of UNIX is very extensive and the com-
mands to exercise this power are numerous, one does not need to know all about the sys-
tem to be productive with it. While it is possible to write a personal command interpreter,
this is a major undertaking and requires considerable expertise and time. The C shell
provides the capability for creating command aliases to make commands more meaningful.

Documentation for UNIX is not very plentiful, and much of what is available is not
as helpful as it could be, although this situation is changing as UNIX becomes more
popular. Fortunately, some of the UNIX versions and look-alikes provide on-line documen-
tation; however, some of it is not very understandable. The lack of good documentation is a
factor to consider, especially when one is trying to convince new users that it is the operat-
ing system best suited to their needs. There are numerous user guides, but they often
include a caveat that there are many versions of UNIX and some uses may differ depend-
ing upon the particular implementation. Adoption of a standard version of UNIX would
give an opportunity to develop better documentation.

The majority of literature that deals with UNIX is geared more toward the micro-
computer market. There is not as much information available on mainframe UNIX ver-
sions. If mainframes are large machines such as IBM, Cray, CDC, etc., they historically
were not interactive development machines, which is the environment for which UNIX was
developed.

Because of the many good points of UNIX, numerous versions have been developed;
and this has produced some disadvantages for UNIX. Section 3.3 discusses the variety of
versions and the hardware environments for which UNIX is available. Again, the fact that
many versions have been developed or enhanced by different sources has introduced a
standardization problem. Although not severe, standardization is a consideration, especially
when a user can read about UNIX and then discover that a particular implementation of
it does not have the desired capability or that the command syntax is different. This can be
particularly frustrating to users when they may have been resistent to automation in gen-
eral or to UNIX in particular in the first place. Some versions share a large number of



commands in common, but this common set of commands is not uniform among all ver-
sions.

UNIX requires a large amount of disk storage for the operating system itself. A range
of 3.5 to 12 MB is suggested by one source.® There are also few and limited compilers
available for UNIX. To ease the storage requirements, utilities that are not needed for a
particular system can be removed.

There are also few offerings of independent packaged software available. This limited
availability of off-the-shelf software has affected the number of potential UNIX users.
They either do not have the resources to do their own programming, or they interpret this
lack of software as an indication of the overall regard for UNIX and its future, thus
choosing not to enter the UNIX arena.

UNIX was not designed with real-time applications in mind; as a result, only very few
systems offer real-time capabilities. Allowing for this capability would require major
changes to the operating system itself.® Section 3.3 mentioned Hewlett-Packard’s plans to
offer real-time capabilities early next year.

There are other disadvantages of UNIX also mentioned in the literature and by indi-
viduals. Some of these disadvantages include the lack of mainframe versions, the cost and
availability of UNIX C programmers, the cost of porting UNIX to current systems versus
acquiring hardware that already has UNIX, the time required to learn a new system, the
lack of sophisticated graphics capabilities and state-of-the-art networking capabilities (for
example, Systems Network Architecture or DECNET), security problems, and the need to
be able to communicate with IBM files. The networking problem is expected to change
when the International Standards Organization Open Systems Interconnection standards
are fully defined and implemented within the UNIX environment (TCP/IP and
ARPANET protocols do work under UNIX). Some of the items mentioned above repre-
sent startup costs, and for that reason they may not be of as much concern.

3.5 AT&T’s EFFORTS

There are many efforts to standardize UNIX within the marketplace. A major related
effort on the part of AT&T has been the push to standardize on its System V. AT&T has
attempted to establish its position with the publication of its System Interface Definition.
This specifies the set of system calls and library routines for any operating system that
claims to be based on System V. The Institute of Electrical and Electronics Engineers also
has a standards committee for UNIX.

AT&T has an agreement with Unisoft Corp. to develop a set of validation programs
to test systems software for true compatibility with System V. AT&T is also working on
enhancements such as record-locking features, demand paging in virtual memory, and
improving networking capabilities. '

At the UNIX Expo in September 1985, Bill Joy of Sun Microsystems, Inc.,
announced a joint effort between Sun and AT&T to produce a UNIX standard that will
support the business user community (best supported by System V) and the
engineering /scientific community (best supported by Berkeley’s 4.2 BSD). Most of the
differences are expected to be easy to resolve, while a few are more complex. The effort is
expected to require approximately two years of work.
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3.6 UNIX IN THE MARKETPLACE

In an effort to determine current interest in UNIX, three journals that are devoted to
UNIX were contacted for estimated circulation figures. Unigue reported 2,000 subscribers
over the past one to two years. Most are domestic, and there are no off-the-shelf sales.
UNIX Review reported that its estimated circulation for June 1985 was 30,000 issues,
25,000 of which are to controlled circulation. Very few of their sales are through stores,
and it is possible that UNIX Review will withdraw from this sales vehicle because the jour-
nal caters to such a specialized market. Unix/World reported circulation figures of 50,000.
This is broken down to include 20,000 subscribers, 10,000 nonpaid, and a projected 20,000
in newsstand sales.

Several UNIX users groups were also surveyed for membership figures. Usenix, which
is affiliated with AT&T, reported 3,000 members at the end of 1984. At the beginning of
each calendar year, memberships are started over. June 1985 membership totaled 1,500.
There are two types of membership: individual and institutional. Individual membership
pertains to students and individuals. Institutional membership is available to educational
institutions and commercial institutions that have an AT&T license.

A more market-oriented organization, /usr/group, provides a basis for exchanging
information about UNIX. There are more than 2,600 members nationwide; membership is
of two types: associate and general, with general members receiving a few extra benefits.

Large corporations in general have not adopted UNIX on a company-wide basis.
Some may have UNIX, but it is more likely to be found on minicomputers within individ-
ual departments. Many have not evaluated UNIX for use within their organizations and
many have not even considered it. Some of the reasons cited, which were also mentioned in
Sect. 3.4, include

® cost of equipment conversion,

¢ time required to learn a new operating system,

¢ the number of UNIX versions from which to choose,
* lack of application software,

¢ lack of UNIX versions for mainframe computers, and
* complicated user interface.’

It is difficult to obtain consistent views on the position UNIX has and will have in the
marketplace. Most literature surveyed and people interviewed indicated that there is defi-
nitely a place for UNIX and that it will be a force to contend with, but no one was
outspoken enough to say that it would be the ultimate operating system. Many based this
on the uncertainty of IBM’s view towards UNIX and the fact that IBM for so long has set
the standards and trends with regard to computer communications and data processing.

One means by which UNIX may gain acceptance from established non-UNIX users is
to run UNIX as a guest operating system under ancther operating system, for example
under VM. This allows users to become accustomed to UNIX without having to change
mainframes immediately.® As users become more comfortable with and gain confidence in
UNIX, a migration to native UNIX could occur more easily. Another advantage to this
approach is that it eases the pressure on the application conversion process. As new appli-
cations are developed under a UNIX environment and old applications are converted to
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run under UNIX, the older, yet-to-be-converted applications can still be used. This
introduces a degree of flexibility to the conversion process.

Predictions about the future of UNIX varied from lukewarm acceptance, through very
positive reception, to the point of UNIX being the solution for everybody. The final UNIX
role will probably be determined by the degree of standardization that develops and the
extent to which third-party vendors will develop application software for UNIX systems.

An indication of the expanded presence of UNIX within the federal government is the
recent $946-million contract awarded to AT&T by the National Security Agency to pro-
vide, install, and maintain System V-based, 3B Series computers.






4. CONSIDERATION FOR WIS

The ability to fit into many hardware environments is a requirement of WIS, and
UNIX is the only operating system that can even remotely fulfill this need. However, WIS
requirements include other needs that also must be taken into consideration. One of these
is the need for ease of use (some people make the distinction that UNIX is easy to use but
not easy to learn), and another is user-friendly capabilities. Section 3.4 discussed the
advantages and disadvantages of UNIX, and both of these capabilities were discussed
within that context. Many people contend that UNIX has neither of these capabilities.
These enhancements can be added to a system through the writing of a UNIX shell to
implement a more acceptable and versatile user interface (the shell is also portable).

The Air Force needs to determine what level of experience their staff has with UNIX.
If they have no experience, or very little, and the Air Force chooses to implement UNIX
within the AFWIS environment, thought will have to be given to how to accomplish the
necessary software engineering to prepare their system and then to maintain it. If the Air
Force chooses to hire people with UNIX experience, they should be aware that software
engineers with UNIX experience generally command prime salaries. Another alternative
would be to provide training for their own staff. Training will also cost money and will
involve a learning curve. Another alternative would be to contract for support, which can
be at varying levels, to develop the shell.

In the documentation supplied by the Air Force, the extent to which AFWIS will
require real-time capability was not clearly mentioned. The WWMCCS Objectives and
Management Plan described major functions of WIS, one of which is Tactical Warning
and Space Defense, that may have real-time implications. The Air Force needs to examine
its need for real-time capability and, if it is determined to be necessary, evaluate UNIX in
this light.

It is difficult at this point to predict the future of UNIX. It has many features that
are well suited to particular needs, but this is true of any operating system or piece of soft-
ware. As an operating system, UNIX is not very efficient (i.e., certain algorithms and code
are not optimized). With today’s inexpensive, fast processors, efficiency may not be so
important as in the past.

The key question may be “How long can making a decision be put off?”. If the deci-
sion is to go with UNIX now, there is the risk of being burdened with maintenance of all
systems, with questionable help from vendors or software houses. However, AT&T’s entry
into the computer market will probably be a strong incentive for standardization and
third-party development efforts. If this occurs, the decision to use UNIX will be easier to
make because no other operating system seems to hold the potential for meeting the
requirements of AFWIS, in particular a hardware independent system.
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