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Caveat

This talk, based in part on my assignment to the IAEA
as a CFE from 2004 — 2009, may provide personal
views, with no attribution implied with respect to the
International Atomic Energy Agency, or any United
States Government Agency, including the
Departments of Energy and State. Any materials
used that refer to the Agency have already been

publicly released or are accessible from the IAEA
public website.
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Overview

» Agency Nuclear Missions

» Nuclear Verification Components

» The Role of Sealing Systems

» A Gallery of Seals as of 2008

» Appendix: Useful Technical Disciplines

~7

Pacific Northwest
NATIONAL LABORATORY

Proudly Operated by Battelle Since 1965



Agency Nuclear Missions

» Then. Created June 1957 as an independent
United Nations Agency responsible for

m Promotion of peaceful uses of nuclear energy and
particularly nuclear power generation

m Prevention of proliferation of such uses into nuclear
weapon programs

» Now. Three Primary Nuclear Missions
m Technology Development
m Safety and Security
m Verification
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Safeguards is About Verification

» Objective. To provide credible assurance to the
International community that nuclear materials and
other items placed under safeguards are not
diverted or misused; for States with comprehensive
safeguards agreements, to provide credible
assurance that all nuclear material remains in
peaceful activities; and to support the efforts of the
International community in connection with nuclear
disarmament.
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Technical Support for Safeguards

m Ensures the development, acquisition, implementation,
performance, maintenance and management of
Safeguards Technical Equipment.

® Provides necessary documentation, procedures, and
technical training for Safeguards Technical Equipment.

m Provides the administrative co-ordination of activities of
Member State Support Programs.

m Coordinates the Safeguards Department's equipment
needs, budgets, and expenditures.

m Coordinates analytical services associated with
safeguards and environmental sample analysis.
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Seals Unit Mission Area

» Staffing. Seven (5.5 to 8) staff members are responsible for

m Operations. The Agency fields about 30,000 passive
seals a year, 2000 active seals, and 350 special seals.
Costs are logarithmic.

m Technology Development. As many as a dozen active
development projects, with more pending.

® Vulnerability Assessments. Several formal vulnerability
assessments, with more pending.
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Sealing Systems
» Purpose

m Complementary to Nuclear Material Accountancy (NMA)

®m Reduces effort required to carry out NMA verification
given Continuity of Knowledge (CoK) applies

m Provides diversion detection capability for some strategies
not covered by NMA verification

» Classes of Sealing Systems
m Passive Seals
m Active Seals
m Special Sealing Systems

» Future concepts include both sealing systems and
containment verification methods
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Agency Sealing Systems

» Passive Sealing Systems
m Metal Cup Seal
m Cobra Seal
m Adhesive Seal
» Active Sealing Systems
m VACOSS Seal
m EOSS Seal
» Special Sealing Systems
m ARC and USSB Seal (Underwater Application)
m TRFS Seal (Remote Monitoring Application)
m RMSA (Development Example)
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Metal Seal with Insulated Wire
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Metal Seal with Stainless Steel Wire
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Metal Seal with Stainless Steel Crimp

999999B
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Sample Signhature Element
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Cobra Seal
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Cobra Seal Images
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Adhesive Seal
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VACOSS Seal
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Electro Optical Sealing
System

Pacific Northwest
NATIONAL LABORATORY

Proudly Operated by Battelle Since 1965



Spemal Systems - USSB
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Data Example - USSB

EUROPEAN COMMISSION
JOINT RESEARCH CENTRE

S

TEST CANDU - Version 1.00

Container Number :

Seal Number : Seal Phase :

Date Measure : Time :
Inspection Number :

IAEA Inspector :

Site :

Reading Head : Transducer :

—Seal0684-01

Container

Seal Number : Seal Phase :

Date Measure : Time :
Inspection Number :

IAEA Inspector :

Site :

Reading Head : Transducer :

RESULTS

UNBROKEN and IDENTIFIED

Correlation on Identity :

0.995
0.936

Correlation on Integrity :
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Data Example - USSB
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EUROPEAN COMMISSION ' QF F 8 A
JOINT RESEARCH CENTRE C Y F £Fr)

TEST CANDU - Version 1.00

= —Seal0b84-02
Container Number : Container RES U LTS
Seal Number : Seal Phase : Seal Number : Seal Phase :
Date Measure : Time : Date Measure : Time : BROKEN and IDENTIFIED
Inspection Number : Inspection Number :
IAEA Inspector : IAEA Inspector :
Site : Site : Correlation on Identity : 0.995
Reading Head : Transducer : Reading Head : Transducer : Correlation on Integrity - 0.000
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Special Systems - TRFS
Seal
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Special System - DataSeal

Development Example
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Future Concepts

» Sealing Systems. Primary objectives include on-site or in-
situ verification of passive sealing systems, quantification of
wire integrity, remotely monitored sealing arrays, and other
seal modernization programs. Cost/benefit studies
Increasingly important.

» Containment Verification. Primary objectives include surface
and/or three dimensional volume monitoring methods, and
tamper monitoring of conduit.
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Ultrasonic image of top
cap, thermal palette
representation, ~ 0.025”
from front surface
interface as obtained
from ldaho National
Laboratory.
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Ultrasonic Intrinsic

UIT Signature
Acquisition from the
Closure Weld of a
Fuel Assembly
Surrogate

Signatures )

¢

Non-matching Signatures
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Laser Surface Authentication
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Wire Integrlt Verification
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~ Laser Surtace Mapping

Matching Signatures

"BNon-matching Signatures
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Conduit Monitoring
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Summary

» The Agency Seals Unit is responsible for the operations,
maintenance, logistics, development, deployment, and
vulnerability assessment of all Agency sealing systems.

» Seal Deployments typically include up to 30,000 passive
seals, 2000 active seals, and 350 special sealing systems.
Costs are logarithmic.

» Future concepts may include laser surface authentication,
ultrasonic technology, eddy current technology, remotely
monitored sealing arrays, and new techniques in
containment verification. Cost/Benefit issues are now

Increasingly important.
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Development and Deployment Process

Yes

Seal Development Cycle



Development and Deployment Process

Pass

Falil
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Seal Validation and Deployment Cycle
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Containment and Survelllance

CONTAINMENT AND SURVEILLANCE

1.0 : | : |

v—~ TRIPLE REDUNDANCY
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SEALING SYSTEM ONLY
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CONTAINMENT RELIABILITY

SAFEGUARDS COMPONENT RELIABILITY
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Test and Evaluation

PROTOTYPE RESULTS

CDF

1.0 ¥ ¥ ¥ ¥ ¥ ¥ ¥
| 2 ‘ ‘ ‘ |
me @ - - - © READER 2 DATASET 1D |
A 4+ - 4+ READER 4-20M CABLES |
4 | A—— A READER 2 - 20 M CABLES |
ogl o READER 4 DATASET1D | | '/
' s | e - - ® READER 4 DATASET 1 i/
P | ¥ - —v READER 2 DATASET 1 |
> | 3 - - - £ READER 2 - 30 M CABLES
. | 6- — -0 READER 4 - 30 M CABLES
I | ‘ ‘ ‘ ‘
S e VA
j | f | | | | —7
_éi COUNTERFEITS ' 30 M CABLES //j
1 | | T
| | _ |
04 F T e R
| e | |
1 ~ 1 | I
. | ~ | | | I
' o | -
| T
0.2 b [ e /x 1
i [ L |
. | "/ |
d O e
| l | ‘ V"i
o ‘ | | s
0 10 20 30 40 50 60 70 80

DECISION STATISTIC

STANDARI:IJ CABLES -~
90 100

Pacific Northwest
NATIONAL LABORATORY

Proudly Operated by Battelle Since 1965



Reference Document

International Atomic Energy Agency

ANNUAL REPORT 2006

Proudly Operated by Battelle Since 1965

Pacific Northwest
/ NATIONAL LABORATORY



Reference Document

Safeguards Techniques
and Equipment

2003 Edition

International
Nuclear Verification
Series No. 1
(Revised)
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