
VIAssist	  
Visual	  Analy-cs	  for	  Cyber	  Defense	  

John	  Goodall	  
johng@securedecisions.com	  

518.482.2686	  



1,542,761,868* 

*	  Number	  of	  flows	  captured	  on	  one	  day	  at	  US-‐CERT	  



128.003.212.145|131.243.029.240|51718|  161| 17|         1|        72|        |2005/01/08T00:03:37.823|    0.001|2005/01/08T00:03:37.824|  0|        |  1|1|1 
131.243.029.240|128.003.212.145|  161|51718| 17|         1|        76|        |2005/01/08T00:03:37.824|    0.000|2005/01/08T00:03:37.824|  0|        |  1|1|1 
128.003.096.230|131.243.030.011| 4064|  161| 17|         1|        72|        |2005/01/08T00:03:51.981|    0.003|2005/01/08T00:03:51.984|  0|        |  1|1|1 
131.243.030.011|128.003.096.230|  161| 4064| 17|         1|        76|        |2005/01/08T00:03:51.984|    0.000|2005/01/08T00:03:51.984|  0|        |  1|1|1 
131.243.227.216|131.243.031.019| 1645| 1645| 17|         1|       124|        |2005/01/08T00:03:52.726|    0.004|2005/01/08T00:03:52.730|  0|        |  1|1|1 
131.243.031.019|131.243.227.216| 1645| 1645| 17|         1|        80|        |2005/01/08T00:03:52.730|    0.000|2005/01/08T00:03:52.730|  0|        |  1|1|1 
128.003.096.230|131.243.029.240| 1690|  161| 17|         1|        72|        |2005/01/08T00:04:02.858|    0.001|2005/01/08T00:04:02.859|  0|        |  1|1|1 
131.243.029.240|128.003.096.230|  161| 1690| 17|         1|        76|        |2005/01/08T00:04:02.859|    0.000|2005/01/08T00:04:02.859|  0|        |  1|1|1 
128.003.096.230|131.243.031.019| 2685| 1645| 17|         1|        86|        |2005/01/08T00:04:07.566|    0.004|2005/01/08T00:04:07.570|  0|        |  1|1|1 
131.243.031.019|128.003.096.230| 1645| 2685| 17|         1|        48|        |2005/01/08T00:04:07.570|    0.000|2005/01/08T00:04:07.570|  0|        |  1|1|1 
128.003.162.146|131.243.031.019| 2436| 1645| 17|         1|        90|        |2005/01/08T00:04:10.185|    0.002|2005/01/08T00:04:10.187|  0|        |  1|1|1 
131.243.031.019|128.003.162.146| 1645| 2436| 17|         1|        48|        |2005/01/08T00:04:10.187|    0.000|2005/01/08T00:04:10.187|  0|        |  1|1|1 
131.243.141.187|131.243.029.227|  524| 1031|  6|         1|        41|    A   |2005/01/08T00:04:10.155|    0.035|2005/01/08T00:04:10.190|  0|    A   |  1|1|1 
131.243.029.227|131.243.141.187| 1031|  524|  6|         1|        40|    A   |2005/01/08T00:04:10.190|    0.000|2005/01/08T00:04:10.190|  0|    A   |  1|1|1 
128.003.212.145|131.243.031.019|51791| 1645| 17|         1|        86|        |2005/01/08T00:04:11.824|    0.000|2005/01/08T00:04:11.824|  0|        |  1|1|1 
131.243.029.240|128.003.236.117|  514|  514| 17|        10|      1158|        |2005/01/08T00:02:06.367|  130.741|2005/01/08T00:04:17.108|  0|        |  1|1|1 
198.125.133.014|128.003.097.204| 1047|   53| 17|         2|       124|        |2005/01/08T00:01:34.297|  166.114|2005/01/08T00:04:20.411|  0|        |  1|1|1 
128.003.097.204|198.125.133.014|   53| 1047| 17|         2|       539|        |2005/01/08T00:01:34.403|  166.008|2005/01/08T00:04:20.411|  0|        |  1|1|1 
128.003.096.230|131.243.031.019| 4836| 1433|  6|         4|       164|FS  A   |2005/01/08T00:09:23.978|    0.002|2005/01/08T00:09:23.980|  0| S      |  1|1|1 
131.243.031.019|128.003.096.230| 1433| 4836|  6|         3|       124|FS  A   |2005/01/08T00:09:23.978|    0.002|2005/01/08T00:09:23.980|  0| S  A   |  1|1|1 
131.243.031.019|128.003.162.079|  138|  138| 17|         3|       746|        |2005/01/08T00:00:33.128|  228.953|2005/01/08T00:04:22.081|  0|        |  1|1|1 
128.003.162.079|131.243.031.019|  138|  138| 17|         1|       238|        |2005/01/08T00:04:22.081|    0.000|2005/01/08T00:04:22.081|  0|        |  1|1|1 
131.243.031.019|128.003.162.176|  138|  138| 17|         1|       269|        |2005/01/08T00:04:22.079|    0.003|2005/01/08T00:04:22.082|  0|        |  1|1|1 
128.003.162.176|131.243.031.019|  138|  138| 17|         1|       238|        |2005/01/08T00:04:22.082|    0.000|2005/01/08T00:04:22.082|  0|        |  1|1|1 
128.003.096.230|131.243.030.224| 1106|  161| 17|         1|        72|        |2005/01/08T00:04:28.035|    0.006|2005/01/08T00:04:28.041|  0|        |  1|1|1 
131.243.030.224|128.003.096.230|  161| 1106| 17|         1|        76|        |2005/01/08T00:04:28.041|    0.000|2005/01/08T00:04:28.041|  0|        |  1|1|1 
128.003.212.145|131.243.031.019|58344| 1433|  6|         4|       216|FS  A   |2005/01/08T00:09:42.806|    0.002|2005/01/08T00:09:42.808|  0| S      |  1|1|1 
131.243.031.019|128.003.212.145| 1433|58344|  6|         3|       164|FS  A   |2005/01/08T00:09:42.806|    0.002|2005/01/08T00:09:42.808|  0| S  A   |  1|1|1 
128.003.212.145|131.243.030.224|51906|  161| 17|         1|        72|        |2005/01/08T00:04:54.687|    0.006|2005/01/08T00:04:54.693|  0|        |  1|1|1 
131.243.030.224|128.003.212.145|  161|51906| 17|         1|        76|        |2005/01/08T00:04:54.693|    0.000|2005/01/08T00:04:54.693|  0|        |  1|1|1 
131.243.227.216|131.243.031.019| 1646| 1646| 17|         2|       374|        |2005/01/08T00:03:52.733|   68.543|2005/01/08T00:05:01.276|  0|        |  1|1|1 
131.243.031.019|131.243.227.216| 1646| 1646| 17|         2|        96|        |2005/01/08T00:03:52.790|   68.486|2005/01/08T00:05:01.276|  0|        |  1|1|1 
128.003.096.230|131.243.030.011| 4926|  161| 17|         1|        72|        |2005/01/08T00:05:08.447|    0.003|2005/01/08T00:05:08.450|  0|        |  1|1|1 
131.243.030.011|128.003.096.230|  161| 4926| 17|         1|        76|        |2005/01/08T00:05:08.450|    0.000|2005/01/08T00:05:08.450|  0|        |  1|1|1 
128.003.162.146|131.243.031.019| 2452| 1645| 17|         1|        90|        |2005/01/08T00:05:11.228|    0.001|2005/01/08T00:05:11.229|  0|        |  1|1|1 
131.243.031.019|128.003.162.146| 1645| 2452| 17|         1|        48|        |2005/01/08T00:05:11.229|    0.000|2005/01/08T00:05:11.229|  0|        |  1|1|1 
198.125.133.014|128.003.164.015| 1053|  993|  6|        32|      2690| S PA   |2005/01/08T00:04:20.490|   53.965|2005/01/08T00:05:14.455|  0| S      |  1|1|1 
128.003.164.015|198.125.133.014|  993| 1053|  6|        32|     15539| S PA   |2005/01/08T00:04:20.491|   53.964|2005/01/08T00:05:14.455|  0| S  A   |  1|1|1 
128.003.096.230|131.243.029.240| 3051|  161| 17|         1|        72|        |2005/01/08T00:05:22.157|    0.001|2005/01/08T00:05:22.158|  0|        |  1|1|1 
131.243.029.240|128.003.096.230|  161| 3051| 17|         1|        76|        |2005/01/08T00:05:22.158|    0.000|2005/01/08T00:05:22.158|  0|        |  1|1|1 
131.243.029.227|128.003.164.203| 1118|  389|  6|         1|        40|    A   |2005/01/08T00:05:38.225|    0.000|2005/01/08T00:05:38.225|  0|    A   |  1|1|1 
128.003.096.230|131.243.030.224| 4318|  161| 17|         1|        72|        |2005/01/08T00:05:38.890|    0.006|2005/01/08T00:05:38.896|  0|        |  1|1|1 
131.243.030.224|128.003.096.230|  161| 4318| 17|         1|        76|        |2005/01/08T00:05:38.896|    0.000|2005/01/08T00:05:38.896|  0|        |  1|1|1 
128.003.212.145|131.243.030.011|51983|  161| 17|         1|        72|        |2005/01/08T00:05:45.965|    0.003|2005/01/08T00:05:45.968|  0|        |  1|1|1 
131.243.030.011|128.003.212.145|  161|51983| 17|         1|        76|        |2005/01/08T00:05:45.968|    0.000|2005/01/08T00:05:45.968|  0|        |  1|1|1 
128.003.212.145|131.243.029.240|51984|  161| 17|         1|        72|        |2005/01/08T00:05:46.091|    0.001|2005/01/08T00:05:46.092|  0|        |  1|1|1 
131.243.029.240|128.003.212.145|  161|51984| 17|         1|        76|        |2005/01/08T00:05:46.092|    0.000|2005/01/08T00:05:46.092|  0|        |  1|1|1 
131.243.227.121|131.243.031.019| 1645| 1645| 17|         1|       113|        |2005/01/08T00:05:46.571|    0.003|2005/01/08T00:05:46.574|  0|        |  1|1|1 
131.243.031.019|131.243.227.121| 1645| 1645| 17|         1|        81|        |2005/01/08T00:05:46.574|    0.000|2005/01/08T00:05:46.574|  0|        |  1|1|1 
131.243.029.227|128.003.161.074|    0| 2048|  1|         1|       103|        |2005/01/08T00:06:08.772|    0.000|2005/01/08T00:06:08.772|  0|        |  1|1|1 
128.003.161.074|131.243.029.227|    0|    0|  1|         1|       103|        |2005/01/08T00:06:08.773|    0.000|2005/01/08T00:06:08.773|  0|        |  1|1|1 
131.243.029.227|128.003.161.107|    0| 2048|  1|         1|       103|        |2005/01/08T00:06:08.822|    0.000|2005/01/08T00:06:08.822|  0|        |  1|1|1 
128.003.161.107|131.243.029.227|    0|    0|  1|         1|       103|        |2005/01/08T00:06:08.823|    0.000|2005/01/08T00:06:08.823|  0|        |  1|1|1 
131.243.029.227|128.003.161.230|    0| 2048|  1|         1|       103|        |2005/01/08T00:06:08.871|    0.000|2005/01/08T00:06:08.871|  0|        |  1|1|1 
128.003.161.230|131.243.029.227|    0|    0|  1|         1|       103|        |2005/01/08T00:06:08.872|    0.000|2005/01/08T00:06:08.872|  0|        |  1|1|1 
128.003.162.146|131.243.031.019| 2468| 1645| 17|         1|        90|        |2005/01/08T00:06:12.371|    0.003|2005/01/08T00:06:12.374|  0|        |  1|1|1 
131.243.031.019|128.003.162.146| 1645| 2468| 17|         1|        48|        |2005/01/08T00:06:12.374|    0.000|2005/01/08T00:06:12.374|  0|        |  1|1|1 
128.003.096.230|131.243.030.011| 3299|  161| 17|         1|        72|        |2005/01/08T00:06:27.896|    0.003|2005/01/08T00:06:27.899|  0|        |  1|1|1 
131.243.030.011|128.003.096.230|  161| 3299| 17|         1|        76|        |2005/01/08T00:06:27.899|    0.000|2005/01/08T00:06:27.899|  0|        |  1|1|1 
131.243.029.227|128.003.164.194| 1116|  993|  6|       663|    870954| S PA   |2005/01/08T00:03:00.044|  208.971|2005/01/08T00:06:29.015|  0| S      |  1|1|1 
128.003.164.194|131.243.029.227|  993| 1116|  6|       369|     18525| S PA   |2005/01/08T00:03:00.045|  208.970|2005/01/08T00:06:29.015|  0| S  A   |  1|1|1 
128.003.096.230|131.243.029.240| 1174|  161| 17|         1|        72|        |2005/01/08T00:06:41.334|    0.002|2005/01/08T00:06:41.336|  0|        |  1|1|1 
131.243.029.240|128.003.096.230|  161| 1174| 17|         1|        76|        |2005/01/08T00:06:41.336|    0.000|2005/01/08T00:06:41.336|  0|        |  1|1|1 
131.243.031.019|131.243.029.172|  138|  138| 17|         3|       737|        |2005/01/08T00:02:15.280|  277.794|2005/01/08T00:06:53.074|  0|        |  1|1|1 



128.003.212.145|131.243.029.240|51718|  161| 17|         1|        72|        |2005/01/08T00:03:37.823|    0.001|2005/01/08T00:03:37.824|  0|        |  1|1|1 
131.243.029.240|128.003.212.145|  161|51718| 17|         1|        76|        |2005/01/08T00:03:37.824|    0.000|2005/01/08T00:03:37.824|  0|        |  1|1|1 
128.003.096.230|131.243.030.011| 4064|  161| 17|         1|        72|        |2005/01/08T00:03:51.981|    0.003|2005/01/08T00:03:51.984|  0|        |  1|1|1 
131.243.030.011|128.003.096.230|  161| 4064| 17|         1|        76|        |2005/01/08T00:03:51.984|    0.000|2005/01/08T00:03:51.984|  0|        |  1|1|1 
131.243.227.216|131.243.031.019| 1645| 1645| 17|         1|       124|        |2005/01/08T00:03:52.726|    0.004|2005/01/08T00:03:52.730|  0|        |  1|1|1 
131.243.031.019|131.243.227.216| 1645| 1645| 17|         1|        80|        |2005/01/08T00:03:52.730|    0.000|2005/01/08T00:03:52.730|  0|        |  1|1|1 
128.003.096.230|131.243.029.240| 1690|  161| 17|         1|        72|        |2005/01/08T00:04:02.858|    0.001|2005/01/08T00:04:02.859|  0|        |  1|1|1 
131.243.029.240|128.003.096.230|  161| 1690| 17|         1|        76|        |2005/01/08T00:04:02.859|    0.000|2005/01/08T00:04:02.859|  0|        |  1|1|1 
128.003.096.230|131.243.031.019| 2685| 1645| 17|         1|        86|        |2005/01/08T00:04:07.566|    0.004|2005/01/08T00:04:07.570|  0|        |  1|1|1 
131.243.031.019|128.003.096.230| 1645| 2685| 17|         1|        48|        |2005/01/08T00:04:07.570|    0.000|2005/01/08T00:04:07.570|  0|        |  1|1|1 
128.003.162.146|131.243.031.019| 2436| 1645| 17|         1|        90|        |2005/01/08T00:04:10.185|    0.002|2005/01/08T00:04:10.187|  0|        |  1|1|1 
131.243.031.019|128.003.162.146| 1645| 2436| 17|         1|        48|        |2005/01/08T00:04:10.187|    0.000|2005/01/08T00:04:10.187|  0|        |  1|1|1 
131.243.141.187|131.243.029.227|  524| 1031|  6|         1|        41|    A   |2005/01/08T00:04:10.155|    0.035|2005/01/08T00:04:10.190|  0|    A   |  1|1|1 
131.243.029.227|131.243.141.187| 1031|  524|  6|         1|        40|    A   |2005/01/08T00:04:10.190|    0.000|2005/01/08T00:04:10.190|  0|    A   |  1|1|1 
128.003.212.145|131.243.031.019|51791| 1645| 17|         1|        86|        |2005/01/08T00:04:11.824|    0.000|2005/01/08T00:04:11.824|  0|        |  1|1|1 
131.243.029.240|128.003.236.117|  514|  514| 17|        10|      1158|        |2005/01/08T00:02:06.367|  130.741|2005/01/08T00:04:17.108|  0|        |  1|1|1 
198.125.133.014|128.003.097.204| 1047|   53| 17|         2|       124|        |2005/01/08T00:01:34.297|  166.114|2005/01/08T00:04:20.411|  0|        |  1|1|1 
128.003.097.204|198.125.133.014|   53| 1047| 17|         2|       539|        |2005/01/08T00:01:34.403|  166.008|2005/01/08T00:04:20.411|  0|        |  1|1|1 
128.003.096.230|131.243.031.019| 4836| 1433|  6|         4|       164|FS  A   |2005/01/08T00:09:23.978|    0.002|2005/01/08T00:09:23.980|  0| S      |  1|1|1 
131.243.031.019|128.003.096.230| 1433| 4836|  6|         3|       124|FS  A   |2005/01/08T00:09:23.978|    0.002|2005/01/08T00:09:23.980|  0| S  A   |  1|1|1 
131.243.031.019|128.003.162.079|  138|  138| 17|         3|       746|        |2005/01/08T00:00:33.128|  228.953|2005/01/08T00:04:22.081|  0|        |  1|1|1 
128.003.162.079|131.243.031.019|  138|  138| 17|         1|       238|        |2005/01/08T00:04:22.081|    0.000|2005/01/08T00:04:22.081|  0|        |  1|1|1 
131.243.031.019|128.003.162.176|  138|  138| 17|         1|       269|        |2005/01/08T00:04:22.079|    0.003|2005/01/08T00:04:22.082|  0|        |  1|1|1 
128.003.162.176|131.243.031.019|  138|  138| 17|         1|       238|        |2005/01/08T00:04:22.082|    0.000|2005/01/08T00:04:22.082|  0|        |  1|1|1 
128.003.096.230|131.243.030.224| 1106|  161| 17|         1|        72|        |2005/01/08T00:04:28.035|    0.006|2005/01/08T00:04:28.041|  0|        |  1|1|1 
131.243.030.224|128.003.096.230|  161| 1106| 17|         1|        76|        |2005/01/08T00:04:28.041|    0.000|2005/01/08T00:04:28.041|  0|        |  1|1|1 
128.003.212.145|131.243.031.019|58344| 1433|  6|         4|       216|FS  A   |2005/01/08T00:09:42.806|    0.002|2005/01/08T00:09:42.808|  0| S      |  1|1|1 
131.243.031.019|128.003.212.145| 1433|58344|  6|         3|       164|FS  A   |2005/01/08T00:09:42.806|    0.002|2005/01/08T00:09:42.808|  0| S  A   |  1|1|1 
128.003.212.145|131.243.030.224|51906|  161| 17|         1|        72|        |2005/01/08T00:04:54.687|    0.006|2005/01/08T00:04:54.693|  0|        |  1|1|1 
131.243.030.224|128.003.212.145|  161|51906| 17|         1|        76|        |2005/01/08T00:04:54.693|    0.000|2005/01/08T00:04:54.693|  0|        |  1|1|1 
131.243.227.216|131.243.031.019| 1646| 1646| 17|         2|       374|        |2005/01/08T00:03:52.733|   68.543|2005/01/08T00:05:01.276|  0|        |  1|1|1 
131.243.031.019|131.243.227.216| 1646| 1646| 17|         2|        96|        |2005/01/08T00:03:52.790|   68.486|2005/01/08T00:05:01.276|  0|        |  1|1|1 
128.003.096.230|131.243.030.011| 4926|  161| 17|         1|        72|        |2005/01/08T00:05:08.447|    0.003|2005/01/08T00:05:08.450|  0|        |  1|1|1 
131.243.030.011|128.003.096.230|  161| 4926| 17|         1|        76|        |2005/01/08T00:05:08.450|    0.000|2005/01/08T00:05:08.450|  0|        |  1|1|1 
128.003.162.146|131.243.031.019| 2452| 1645| 17|         1|        90|        |2005/01/08T00:05:11.228|    0.001|2005/01/08T00:05:11.229|  0|        |  1|1|1 
131.243.031.019|128.003.162.146| 1645| 2452| 17|         1|        48|        |2005/01/08T00:05:11.229|    0.000|2005/01/08T00:05:11.229|  0|        |  1|1|1 
198.125.133.014|128.003.164.015| 1053|  993|  6|        32|      2690| S PA   |2005/01/08T00:04:20.490|   53.965|2005/01/08T00:05:14.455|  0| S      |  1|1|1 
128.003.164.015|198.125.133.014|  993| 1053|  6|        32|     15539| S PA   |2005/01/08T00:04:20.491|   53.964|2005/01/08T00:05:14.455|  0| S  A   |  1|1|1 
128.003.096.230|131.243.029.240| 3051|  161| 17|         1|        72|        |2005/01/08T00:05:22.157|    0.001|2005/01/08T00:05:22.158|  0|        |  1|1|1 
131.243.029.240|128.003.096.230|  161| 3051| 17|         1|        76|        |2005/01/08T00:05:22.158|    0.000|2005/01/08T00:05:22.158|  0|        |  1|1|1 
131.243.029.227|128.003.164.203| 1118|  389|  6|         1|        40|    A   |2005/01/08T00:05:38.225|    0.000|2005/01/08T00:05:38.225|  0|    A   |  1|1|1 
128.003.096.230|131.243.030.224| 4318|  161| 17|         1|        72|        |2005/01/08T00:05:38.890|    0.006|2005/01/08T00:05:38.896|  0|        |  1|1|1 
131.243.030.224|128.003.096.230|  161| 4318| 17|         1|        76|        |2005/01/08T00:05:38.896|    0.000|2005/01/08T00:05:38.896|  0|        |  1|1|1 
128.003.212.145|131.243.030.011|51983|  161| 17|         1|        72|        |2005/01/08T00:05:45.965|    0.003|2005/01/08T00:05:45.968|  0|        |  1|1|1 
131.243.030.011|128.003.212.145|  161|51983| 17|         1|        76|        |2005/01/08T00:05:45.968|    0.000|2005/01/08T00:05:45.968|  0|        |  1|1|1 
128.003.212.145|131.243.029.240|51984|  161| 17|         1|        72|        |2005/01/08T00:05:46.091|    0.001|2005/01/08T00:05:46.092|  0|        |  1|1|1 
131.243.029.240|128.003.212.145|  161|51984| 17|         1|        76|        |2005/01/08T00:05:46.092|    0.000|2005/01/08T00:05:46.092|  0|        |  1|1|1 
131.243.227.121|131.243.031.019| 1645| 1645| 17|         1|       113|        |2005/01/08T00:05:46.571|    0.003|2005/01/08T00:05:46.574|  0|        |  1|1|1 
131.243.031.019|131.243.227.121| 1645| 1645| 17|         1|        81|        |2005/01/08T00:05:46.574|    0.000|2005/01/08T00:05:46.574|  0|        |  1|1|1 
131.243.029.227|128.003.161.074|    0| 2048|  1|         1|       103|        |2005/01/08T00:06:08.772|    0.000|2005/01/08T00:06:08.772|  0|        |  1|1|1 
128.003.161.074|131.243.029.227|    0|    0|  1|         1|       103|        |2005/01/08T00:06:08.773|    0.000|2005/01/08T00:06:08.773|  0|        |  1|1|1 
131.243.029.227|128.003.161.107|    0| 2048|  1|         1|       103|        |2005/01/08T00:06:08.822|    0.000|2005/01/08T00:06:08.822|  0|        |  1|1|1 
128.003.161.107|131.243.029.227|    0|    0|  1|         1|       103|        |2005/01/08T00:06:08.823|    0.000|2005/01/08T00:06:08.823|  0|        |  1|1|1 
131.243.029.227|128.003.161.230|    0| 2048|  1|         1|       103|        |2005/01/08T00:06:08.871|    0.000|2005/01/08T00:06:08.871|  0|        |  1|1|1 
128.003.161.230|131.243.029.227|    0|    0|  1|         1|       103|        |2005/01/08T00:06:08.872|    0.000|2005/01/08T00:06:08.872|  0|        |  1|1|1 
128.003.162.146|131.243.031.019| 2468| 1645| 17|         1|        90|        |2005/01/08T00:06:12.371|    0.003|2005/01/08T00:06:12.374|  0|        |  1|1|1 
131.243.031.019|128.003.162.146| 1645| 2468| 17|         1|        48|        |2005/01/08T00:06:12.374|    0.000|2005/01/08T00:06:12.374|  0|        |  1|1|1 
128.003.096.230|131.243.030.011| 3299|  161| 17|         1|        72|        |2005/01/08T00:06:27.896|    0.003|2005/01/08T00:06:27.899|  0|        |  1|1|1 
131.243.030.011|128.003.096.230|  161| 3299| 17|         1|        76|        |2005/01/08T00:06:27.899|    0.000|2005/01/08T00:06:27.899|  0|        |  1|1|1 
131.243.029.227|128.003.164.194| 1116|  993|  6|       663|    870954| S PA   |2005/01/08T00:03:00.044|  208.971|2005/01/08T00:06:29.015|  0| S      |  1|1|1 
128.003.164.194|131.243.029.227|  993| 1116|  6|       369|     18525| S PA   |2005/01/08T00:03:00.045|  208.970|2005/01/08T00:06:29.015|  0| S  A   |  1|1|1 
128.003.096.230|131.243.029.240| 1174|  161| 17|         1|        72|        |2005/01/08T00:06:41.334|    0.002|2005/01/08T00:06:41.336|  0|        |  1|1|1 
131.243.029.240|128.003.096.230|  161| 1174| 17|         1|        76|        |2005/01/08T00:06:41.336|    0.000|2005/01/08T00:06:41.336|  0|        |  1|1|1 
131.243.031.019|131.243.029.172|  138|  138| 17|         3|       737|        |2005/01/08T00:02:15.280|  277.794|2005/01/08T00:06:53.074|  0|        |  1|1|1 
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The	  Need	  for	  BeVer	  Tools	  

Situa-onal	  Awareness	  

Explora-on	  &	  Discovery	  

Voluminous	  Data	  

Integra-on	  with	  Exis-ng	  Tools	  

Automa-on	  

Collabora-on	  &	  Communica-on	  



Approach	  

•  Understand	  the	  needs	  of	  opera-onal	  users	  

•  Design	  for	  usability	  and	  scalability	  

•  Design	  for	  the	  actual	  workflow	  of	  users	  

•  Design	  for	  collabora-on	  and	  communica-on	  

•  Build	  an	  extensible	  plaYorm	  

•  Meet	  o[en	  with	  users	  and	  get	  feedback	  



visual	  analy-cs	  plaYorm	  



linked	  views	  



selec-on	  



visual	  
explora-on	  



visual	  
explora-on	  

Selected 
And/Or:	  combining	  
expressions	  

Nominal	  widget:	  values	  
are	  sized	  by	  propor-on	  
Numeric	  widget:	  
histogram,	  mul-ple	  
selec-on	  

Not:	  not	  equal	  to	  
selec-on	  
Selected:	  blue/red	  
Sort:	  alpha/frequency	  
Scale:	  linear/log	  

Open-‐ended	  queries:	  for	  
reuse	  of	  expression	  with	  
different	  data	  

Operators 
Not equal 

Sort 

Scale 

Selected 

Open-ended 

More… 

Selected (Not) 



2,000,000	  flows	  smart	  aggrega-on	  



100,000	  flows	  



300	  flows	  



repor-ng	  



Focus	  on	  
plaYorm	  

Focus	  on	  
visualiza-ons	  
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exis-ng	  
tools	  



rwfilter passweb‐ATLA.13.rw ‐‐pass=13.atl.web.rw ‐‐aport=80,443 ‐‐proto=6 ‐‐print‐vol ‐‐
fail=13.atl.failweb.rw  

rwstats 13.atl.failweb.rw ‐‐sport ‐‐count=10  
rwuniq passweb*13.rw ‐‐fields=1 | sort ‐r ‐t "|" ‐k 2 |less  
rwfilter passweb*.13.rw ‐‐daddr=128.30.48.0 ‐‐proto=6 ‐‐pass=stdout | rwuniq ‐‐field=4 | sort ‐r 
‐t "|" ‐k 2 | less 
rwfilter passweb*.13.rw ‐‐daddr=128.30.48.0 ‐‐dport=443 ‐‐proto=6 ‐‐pass=stdout | rwcut ‐‐fields 
sip,sport,dip,dport,bytes,packets 

rwfilter pass*.13.rw ‐‐saddr=99.226.152.0 ‐‐proto=6 ‐‐pass=stdout | rwcut ‐‐
fields=sip,sport,dip,dport,bytes,packets,stime,etime  

rwfilter pass*.13.rw ‐‐saddr=157.89.72.0 ‐‐proto=6 ‐‐pass=stdout | rwuniq ‐‐fields=3 | sort ‐r ‐
t "|" ‐k 2 | head 
rwfilter passweb*.13.rw ‐‐pass=stdout ‐‐daddr=128.30.48.0 ‐‐dport=80 ‐‐proto=6 | rwcut ‐‐
fields=sip,sport,dip,dport,packets,bytes | sort ‐r ‐t "|" ‐k 5 | head 
rwfilter passweb*.13.rw ‐‐pass=stdout ‐‐daddr=128.30.48.0 ‐‐dport=80 ‐‐proto=6 | rwcut ‐‐
fields=sip,sport,dip,dport,packets,bytes | sort ‐r ‐t "|" ‐k 6 | head 
rwfilter passweb*.13.rw ‐‐dport=443 ‐‐proto=6 ‐‐pass=stdout | rwuniq ‐‐fields=dip | sort ‐r ‐t 
"|" ‐k 2 | head11 

Powerful	  command	  line	  tools	  

But	  difficult	  to	  explore	  the	  data	  



rwfilter  --start-date=2005/01/08:1 --end-
date=2005/01/08:23 --type=in,out,inweb,outweb --
pass=stdout --
sensors=S0,S1,S2,S3,S4,S5,S6,S7,S8,S9,S10,S11,S12,S1
3,S14 -–saddress=192.88.209.0/24 -–
daddress=192.88.209.0/24 | rwcut --no-titles --
column-separator="|" --no-final-delimiter --zero-
pad-ips --
fields=sIP,dIP,sPort,dPort,protocol,packets,bytes,fl
ags,sTime,dur,eTime,sensor,initialFlags,type,stype,d
type 




