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Motivation

* Cognitive burden on security analyst
— Information overload
— Difficult to determine accuracy & severity of alarms

— False Positives

— Textual log files

— Timeliness of response

— Multitasking nature of analyst’s work

* Information Visualization may provide a means
of facilitating ID analysis
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Textual Output

09/22-18:34:02.380828 0:6:5B:B9:42:AC -> 0:4:5A:D0:D9:5F type:0x800 len:0x4A
192.168.1.101:32901 -> 130.85.31.15:22 TCP TTL:64 TOS:0x0 ID:12088 IpLen:20 DgmLen:60 DF
ARk S* Seq: 0xB5272638 Ack: 0x0 Win: 0x16D0 TcpLen: 40

TCP Options (5) => MSS: 1460 SackOK TS: 264448 0 NOP WS: 0
=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=f=t=t=t=t=t=t=t=f=t=t=t+=t+=+=+=1+
09/22-18:34:02.382856 0:4:5A:D0:D9:5F -> FF:FF:FF:FF:FF:FF type:0x800 len:0x9E
192.168.1.1:32367 -=> 192.168.1.255:162 UDP TTL:150 TOS:0x0 ID:0 IpLen:20 DgmLen: 144

Len: 116
=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=f=t=t=t=t=t=t=t=f=t=t=t+=t+=+=+=1+
09/22-18:34:02.410650 0:4:5A:D0:D9:5F -> 0:6:5B:B9:42: AC type:0x800 len:0x4A

130.85.31.15:22 -> 192.168.1.101:32901 TCP TTL:46 TOS:0x0 ID:0 IpLen:20 DgmLen:60 DF

X A*ES* Seq: 0xF54D5763 Ack: 0xB5272639 Win: 0x16A0 TcpLen: 40

TCP Options (5) => MSS: 1460 SackOK TS: 434346198 264448 NOP

TCP Options => WS: 0
=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=f=t=t=t=t=t=t=t=f=t=t=t+=t+=+=+=+
09/22-18:34:02.410695 0:6:5B:B9:42:AC -> 0:4:5A:D0:D9:5F type:0x800 len:0x42
192.168.1.101:32901 -> 130.85.31.15:22 TCP TTL:64 TOS:0x0 ID:12089 IpLen:20 DgmLen:52 DF
ax A*ERE Seq: 0xB5272639 Ack: 0xF54D5764 Win: 0x16D0 TcpLen: 32

TCP Options (3) => NOP NOP TS: 264451 434346198
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Information Visualization

* Visualization takes advantage of human
perceptual capabilities to enhance cognition

 Humans are very good at recognizing patterns
and anomalies 1n a visual context

 Parallel perceptual processing

* Expanded working memory

* Support for dynamic, visual data exploration
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Context

» Part of larger project: IDtk

* DoD funded exploration of visualization for
intrusion detection

» Literature review: IDS, Info Vis, Usability

e User needs assessment for visualization tool

* Prototype: 3D representation of snort alerts

» Usability testing
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File  View Help
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Fle View Help
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Research Goals

* To understand the current work practices of a
diverse cross-section of security analysts

— ID analysis techniques, resources, and tools used
— ID related tasks
» To explore the potential of information
visualization to aid 1n ID analysis tasks
— ID relevant data sources
— Important variables in network 1D
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Methodology

e User needs assessment

* Qualitative data collection and analysis
— Interviews

— Focus group

» Results are being used to inform the 1terative
design of IDtk, and for future tool development
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Interviews

 Format: semi-structured, contextual

* Content
— Background and experience

— Current intrusion detection work practices
e Routine and critical tasks
* Incident response
* Tools, resources, and techniques used

— Requirements for an information visualization
analysis tool
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Interviews

» Eight security analysts
» Experience:

— All participants had experience using snort, most
had experience with other IDS’s as well

— Variety of job titles: security specialists,
network/systems administrators, researchers

* Organizations represented

— Varying sizes, security policies, and emphasis on
information security
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Focus Group

* Washington DC/Northern Virginia Snort User
Group

* Seven participants, all knowledgeable 1n Snort
* Four researchers
e Content

— Presentation and demo of 1Dtk

— Open discussion of IDtk and info vis for ID

— Participatory design session of 1Dtk
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Analysis

e Interviews were audio recorded and transcribed

* During the focus group, multiple researchers
took detailed notes

» Data analysis (coding)

— Results are being derived directly from the data

* Ongoing data collection and analysis
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Results

* Graphical display
» Knowledge capture
» Correlation

» Flexibility

* Navigation

* Reporting

* Variables
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Results: Graphical Display

* Overall support and excitement for application
of information visualization to ID analysis

* Continuous monitoring of visual display

— ‘I'would opt for any type of graphical
representation over text... because I can look at a
graphic much easier than I can read text and I can
think about or do other things if [ am being
distracted’

» Visualization needs to support both exploration
and real-time knowledge discovery
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Results: Knowledge Capture

* Importance of experience (knowledge of the
network environment and intrusion detection)

* Steep learning curve, tweaking for current IDS

e Information visualization

— Emphasis on recognition, which 1s less cognitively
demanding and faster than recall

» ‘Experience’ can be captured and reused
— By the analyst

— By others (€.g., underpaid students)
U M ]3(: 09.26.2003
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Results: Correlation

* Need for multiple levels and views of the data

e Data source

— Correlate IDS data with system logs, firewall logs,
application logs, etc

— ‘I'want to see it all’

 Static information: e.g., host operating system,
host servers

* Dynamic information
— open ports (nmap) and server statistics
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Results: Flexibility

* Purpose of IDS analysis
— Real-time or delayed detection
— Reporting or forensics
— ‘Awareness and control’

» Customization of the display

— [ want the ability to customize it as much as
possible

* Accept input from multiple data sources
* Multiple platform support
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Results: Navigation

* Drill down: from overview to raw packet data
— Alerts -> Sessions/Flows -> Packets
— The top level all the way down to the hex dump

» Fast, intuitive navigational controls

— e.g., reset: jump to top (overview) level

— Being able to get back to the top right away, that’s
always really important

» Persistent, unobtrusive display of high-level
status
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Results: Reporting

* Visual reports for management

» Automatically generated incident reporting

— The biggest problem I have now as a security
officer is case tracking

» Reporting for collaboration
— Intra-organizational
— Inter-organizational (e.g., DShield.org)

* Long-term visual reports may make it possible
to find vulnerable points 1n the network
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Results: Variables

e Timestamp - the most important
* IDS Alerts

— Priority/severity, classification
— Requires customization and site dependent

e Network

— Source IP, destination IP, destination port (source
port 1s not as important)

— All other TCP/IP header information should be
casily accessible (details on demand)
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Implications for Design

* Designed specifically for intrusion analysis

* Visual structure
— Multivanate visualization techniques
— Network visualization techniques
— Overview + detail
— Focus + context

— Multiple, linked windows for viewing the same data
from different perspectives
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Implications for Design

» Real-time and exploratory analysis

— Preattentive processing

— Visual data mining

* Sup

* Sup

DOT1t

D01t

for collaboration

for incident reporting

» Multiple correlated data sources

 Integrated resources and knowledge
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Conceptual navigational design
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Future Work

* Broaden scope of sample population
* More in-depth research methodologies
— Ethnography
» Explore host-based visualization solutions
» Explore collaborative visualization techniques

* Implementation
— Participatory design

— Usability testing
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Thank You

e For more information

— email : jgood(@umbc.edu

— web : http://userpages.umbc.edu/~jgood
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