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ABSTRACT

This paper presents the Intrusion Detection toolkit (IDtk), an infor-
mation Visualization tool for intrusion detection (ID). IDtk was de-
veloped through a user-centered design process, in which we identi-
Ted design guidelines to support ID users. ID analysts protect their
networks by searching for evidence of attacks in ID system output,
Trewall and system logs, and other complex, textual data sources.
Monitoring and analyzing these sources incurs a heavy cognitive
load for analysts. The use of information visualization techniques
offers a valuable addition to the toolkit of the ID analyst. Several
visualization techniques for ID have been developed, but few us-
ability or Teld studies have been completed to assess the needs of
ID analysts and the usability and usefulness of these tools. We in-
tended to T1l this gap by applying a user-centered design process
in the development and evaluation of IDtk, a 3D, glyph-based visu-
alization tool that gives the user maximum texibility in setting up

how the visualization display represents ID data. The user can also
customize whether the display is a simple, high-level overview to
support monitoring, or a more complex 3D view allowing for view-
ing the data from multiple angles and thus supporting analysis and
diagnosis. This texibility was found crucial in our usability evalu-

ation. In addition to describing the tool, we report the Tndings of
our user evaluation and propose new guidelines for the design of
information visualization tools for ID.

Keywords: information visualization, intrusion detection, glyphs,
multivariate display

1 INTRODUCTION

Intrusion detection (ID) analysts monitor system, network, appli-
cation, and intrusion detection system (IDS) output to identify at-
tacks against their networks. IDS’s identify attacks from network
logs; however they do not accurately detect intrusion attempts. On
encountering a suspect event, they generate an alert and record
the data that caused the alert. The analyst then has to glean
through these recorded alerts and separate actual intrusions from
false alarms. The rate of false positives is often considerable for
most IDSs, which implies that a very small percent of the alerts
generated are actually intrusive. An IDS can generate thousands of
alerts a day, up to 99 percent of which are false Positives[10]. The
high rate at which modern networks generate packets exacerbates
this problem.

The large amount of textual data ID analysts monitor naturally
calls for information visualization support. The cognitive load
placed on the analyst is considerable, but it may be mitigated using
information visualization by taking advantage of human perceptual
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abilities to amplify cognition. Visualization allows users to inter-
act with large, abstract data sets through graphical representations,
shifting the cognitive processing burden to the human perceptual
system and expanding working memory by externally represent-
ing the information in a condensed, visual form. Because vision is
the highest bandwidth human sense, visualization can increase the
speed and efIciency of information processing. Visualization can
speed up searching by allowing users to scan graphical information
in parallel. Reading textual data is a slower, serial activity. Infor-
mation visualization also takes advantage of strong human pattern
recognition skills - Tnding patterns and anomalies is one of the key
elements in recognizing intrusions - and good visual representations
can make these obvious to the user. Finally, information visualiza-
tion encodes the data in a manipulable form that permits the user to
browse and explore the data easily. Information visualization tools
can represent multiple levels and views of the data allowing users
to get a high-level overview of the information space, then easily
drill down to lower-level details [3].

We have developed the Intrusion Detection toolkit (IDtk) as a
prototype tool for visualization of ID data using a user-centered de-
sign and development methodology. The application of these meth-
ods have been severely limited in the development of previous in-
formation visualization tools for ID. IDtk provides the user with a
wide range of tools to change the way the input alert or raw packet
data is mapped to the glyph-based visualization. By choosing ap-
propriate mappings, the analyst can highlight abnormalities in the
data which could be true intrusion attempts. Thus, the analyst can
Tlter true positives from false ones without having to analyze the
entire dataset. In parallel with the design and development of the
toolkit, we conducted a usability evaluation of IDtk to visualize ID
data, including user testing and heuristic evaluation. This led to
the iterative development of IDtk and the identiTcation of several
design implications. In this paper, we will introduce a task model
of ID work, describe IDtk, and report Tndings related to design re-
quirements for information visualization tools for ID.

2 RELATED WORK

Visualization for ID is an active area of research. The most common
approach is to capture network topology in a graph, with systems
as nodes and connections as edges. Erbacher [6, 4, 5] developed a
network visualization system intended to help network administra-
tors monitor their system in real-time. The system generates glyph-
based visualizations in which all monitored systems are represented
as nodes. Nodes are connected by spokes that are made dependent
on the characteristics of the trafT'c between the nodes. However,
the visual attribute mappings of the glyphs are Txed and cannot
be customized by the user. Muniandy [14] describes a system in
which users, machines, and other objects are represented as nodes
in a graph thus showing the network topology. The user can interact
with the system by Tltering the data or by drilling down to the un-
derlying data. The system uses the cyclic nature of time to display
the timeline using a circle. The data can be grouped or Tltered in the
timeline view. Tolle and Niggemann [19] created a system that uses
aggregated nodes to avoid overloading the user with information. A
cluster in the graph represents a group of nodes with high inter-node
trafTc. Unlike most other graph-based systems, this one does not
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seek to show the geographic locations of nodes. Instead, nodes with
strong communication relations are grouped together. Scott et al.
[16] use input from existing IDS sensors and display that data us-
ing glyphs in 3D space, emphasizing node and link mappings using
several different node placement algorithms. One key difference in
this work and ours is our system’s texible, customizable approach
to mapping data attributes to visual parameters.

A few approaches organize their displays in other ways. Vert et
al. [20] use spicules, spherical glyphs capable of representing up to
360 variables, to show nodes. The volume of a spicule is propor-
tional to the perceived security Ttness of the node. Each spicule has
several vectors protruding from its surface that represent different
attributes of the node. Girardin’s [7, 8] system visualizes intrusion
data using self-organized maps and machine learning. The map
is organized by similarity of events rather than by network topol-
ogy. Events that are similar are close together in the display. Self-
organizing maps are well suited for large datasets but they become
hard to understand as the authors are still investigating the theoret-
ical foundation of this strategy.

While various visualization approaches have been proposed, user
needs analysis and evaluation, and thus an understanding of the
unique needs of ID analysts, are often missing. The lack of un-
derstanding of user needs creates limitations in these tools. Our
user-centered design methods and iterative development ensured
that IDtk addresses real-life needs of ID analysts.

There as been some previous research on the 3D display of se-
curity data [1, 13]. Our work is an intellectual descendant of the
former and independent of the latter. Atkinson et al. created 3D dis-
plays showing the match between network trafTc and three known
attack templates. Lau displays network activity plotted by local IP
address, global IP address, and port number, creating a visualiza-
tion which very effectively shows a number of classic attack types.
Our system allows both input data and visual mappings to be more
general than in either of these previous systems, resulting in a more
texible tool of potential use in detecting a wider range of attack

types.

3 USER-CENTERED DESIGN METHODOLOGY

In order to ensure the usability and effectiveness of IDtk we in-
volved users throughout the design process. The methods included
a focus group usability review with domain experts, two iterations
of a usability-expert-based heuristic evaluation and a formal usabil-
ity evaluation with user participation.

The sample for the study was comprised of sixteen security an-
alysts with ID expertise. By deliberately choosing a sample with
diverse experience in ID, the range of viewpoints represented was
increased. User interface design experts participated in the heuris-
tic evaluation of the user interfaces. The data collection methods
were selected to assess the usability of the tool using multiple types
of feedback. An early prototype was demonstrated to a group of ID
experts in the focus group. At this phase user interaction with the
prototype was not practical and the focus group provided and ideal
setting to collect feedback from multiple experts. Specilc visu-
alization usability issues and design characteristics were explored
via the heuristic evaluation and a usability test of the functional
IDtk prototype. Analyst interaction with the prototype helped elicit
system-specilc needs. Each method will be described in the fol-
lowing sections.

3.1 Focus Group Usability Review

A focus group with seven members of the Washington, D.C. Snort
User Group (http://www.snort.org/usergroups.html) was also con-
ducted. The session included an introduction to information visu-
alization, an overview of the IDtk tool using static screenshots, and

a demo of the tool using a subset of the 1998 DARPA IDEval data.
The participants were then encouraged to ask about the tool, of-
fer their opinions, sketch out possible improvements, and discuss
potential visual variable mappings.

3.2 Heuristic Evaluation

To evaluate our tool, initially we focused on inspection-based meth-
ods to ensure that basic usability principles had been applied appro-
priately and that no signiTcant usability problems would hinder the
users from using the tool effectively. While a variety of techniques
are available, we concentrated on using a heuristic walkthrough
that combines the advantages of heuristic evaluations and cogni-
tive walkthroughs [17, 18]. Given the characteristics of this partic-
ular application, which will be used by individuals who are highly
knowledgeable (as opposed to a walk-up-and-use system), the fo-
cus of the evaluation was on usability issues that would have the
greatest impact on experienced performance (as opposed to Trst-
time usage).

3.3 Usability Testing

The procedure of the usability test started with a brief background
questionnaire collecting information on the participants’ computer
and ID experience. They were then asked to carry out specilc
tasks using the think-aloud protocol, requiring the participants to
say what they were thinking and doing while carrying out the tasks
[11,15,2].

In the Trst task, participants were asked to describe the data and
discuss how the tool and the mapping would be used to determine
rules for excluding false alarms from the dataset. In the second
task, participants were asked to create at least one new mapping
that would be useful in intrusion detection analysis. They were then
asked to choose one of the mappings provided (including the one
recently created or other ones created by previous participants) and
use it to ITnd the one actual attack present in the data of otherwise
false positives.

4 INTRUSION DETECTION TASK FRAMEWORK AND VISU-
ALIZATION REQUIREMENTS

In order to design tools to support the tasks related to ID, it is imper-
ative to Trst understand how the work is accomplished. All of the
participants followed a similar, high-level process model consisting
of three phases: monitoring, analysis, and response. While we pro-
vide a summary here, this process is described in detail in Goodall
et al. [9] and the resulting design recommendations in Komlodi et
al. [12]. In the following section we summarize the steps of the
ID task, followed by a brief description of the design recommenda-
tions.

Phase 1: Monitoring The Trst phase of ID is the surveillance of
the network infrastructure and resources. Analysts in this step
rely on textual IDS alerts, trying to identify the true attacks
in a large number of alerts. They complement the alert data
with the output of other monitoring data, such as application,
Trewall, and network logs. From a security standpoint, these
secondary systems are typically not used for detecting intru-
sions per se, but provide context for the analysis that takes
place next.

The monitoring phase of the ID task requires simple displays,
with high-level overviews under texible and powerful user
control to customize to the analyst’s network environment.
Simple, 2D displays can best support continuous monitoring
tasks, especially when analysts have to often monitor system
output from many sources at the same time. Displaying a
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Figure 1: Visualization with mappings: time - x-axis, source ip - y-
axis, priority - color.

high-level overview of the current activity in a graphical way
is essential in giving analysts an overall situational awareness
of their environment.

Phase 2: Analysis The next step of the ID task is that of analysis
and diagnosis. This step is usually triggered by an alert that
is deemed to signify a real attack. While monitoring involves
only the display of the output from the IDS or other monitor-
ing devices, diagnosing that output involves not only the alert
artifact itself, but a host of other sources of data that provide
the contextual information necessary to determine whether or
not the alert is an actual intrusion and if so, how severe it is. In
determining the nature and severity of the attack, analysts rely
on this multitude of data sources and their knowledge of and
experience with ID and their local environment. Contextual
information must be combined with alert data in a complex
problem-solving process.

Supporting analysis is a highly interactive activity. Due to the
large size of the data sets, Tltering and interaction are very im-
portant functions for visualization tools for ID as a transitional
mechanism from monitoring to analysis. IDtk should demon-
strate texibility in Tltering by providing both a stand-alone

pre-Tltering tool and an integrated visual Tltering mechanism.
Interactivity is also important to support texible exploration

of the data set to identify trends in the data and diagnose at-
tacks. The analysis and diagnosis of an alert cannot be ac-
complished without also taking into account secondary data
sources that supplement the information contained in the alert
itself.

Phase 3: Response The third step of the ID process is response
to attacks. If the results of the analysis lead to a diagnosis
that the alert does indeed represent an intrusive or malicious
activity, the analyst respond to the attack. The analyst must
choose the most appropriate response based on prior experi-
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Figure 2: Interface for setting attribute mappings and interactive fil-
tering.

ence, knowledge of the attack, and familiarity with their oper-
ating environment.

Support for the response step includes the ability to save and
reuse views, keep histories of exploration and activity, and an-
notate alerts, which will all help analysts document and report
incidents. These functions are often missing from visualiza-
tion tools, although they allow users to make the transition
from exploring and Tnding information to using and reusing
this information in their work.

5 IDTK ToOL DESCRIPTION

IDtk generates glyph-based visualizations of the input data. The
input data can be raw TCP packet data or alerts generated by IDS
tools such as Snort. In fact, any dataset in the form of enumerated
attributes can be visualized using IDtk. By mapping data variables
to visual properties of the glyph, we can generate visualizations that
bring out certain characteristics of the input dataset.

Spatial coordinates, color, and glyph size have been traditionally
used to generate glyph-based visualizations. Mapping data vari-
ables to spatial coordinates generates graph-like plots that are com-
monly used to understand the nature of datasets. When color map-
ping is used, each glyph is colored using a lookup table, based on
the value of the corresponding data variable at that location. Like-
wise, the opacity of the glyph can be varied in proportion to the
value of the corresponding data variable. When a data variable is
mapped to size, the size of the glyph is varied proportionally to the
value of the variable at that location. Size can be used to highlight
sudden variations in the data. Since different mappings can high-
light different characteristics of the dataset, fexibility in mapping
is important. In IDtk, the user can choose and reuse the mappings
to be used to generate visualizations.

Figure 1 shows a simple visualization generated by IDtk. In Fig-
ure 1, we have mapped time to the x-axis, source IP to the y-axis
and priority to color. When a data variable is mapped to any of the
axes, a glyph is drawn for every item in the dataset and its spatial
coordinates are determined by the values of the corresponding data
variables. Thus, all alerts caused by packets sent from the same IP
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Figure 3: Visualization with mappings: a) time - x-axis, source ip - y-axis, ip datalen - color, ip datalen - size, b) time - x-axis, source ip - y-axis,
destination ip - color, priority - shape, c) time - x-axis, source ip - y-axis, priority - color with labels for protocol for items that were classified as

suspicious by snort.

address have the same y coordinate. Depending on when the packet
was time stamped, we may get a different x coordinate for each
alert. Since priority is mapped to color, all data items with the same
priority get the same color. The color used is determined based on
a customizable color lookup table.

Figure 2 shows the interface for setting the mappings. Vari-
ables” lists all the variables in the dataset. A user selects the active
set of variables for mappings which are listed in “Selected Vari-
ables”. The user can map a selected variable to an attribute by click-
ing and dragging the variable to an attribute. Most of the attributes
have additional parameters that can be edited using the ”Settings”
button. Selecting a variable in the ”Selected Variables” list displays
the Tltering widget which allows the user to select the range of the
variable to be visualized. The user can animate the visualization
using the VCR control to vary the selected Tltering range for each
frame and render the Tltered subset.

5.1 Pre-filtering and Interactive Filtering

ID datasets can be very large. Attempting to visualize the entire
dataset can result in sluggish performance. Alternatively, the ana-
lyst may not be interested in the entire dataset but only a subset of it
based on time or any other data variable. IDtk provides two ways of
Tltering the data. Coarse Tltering can be done using a stand-alone
pre-Tltering tool. The user can set the ranges for data variables to
be used for Tltering. Depending on the size of the dataset, pre-
Tltering can be a time consuming process, so it is provided with a
stand-alone interface rather than integrated in the tool. The attribute
mappings dialog also provides the user with interactive Tltering
capabilities [Figure 2]. The user can choose data ranges for data
variables to be mapped. For nominal or enumerated data variables
such as protocol, user can select the individual values to be passed
through the Tltering stage. Since interactive Tltering works on a
smaller subset of data, it is less time consuming than pre-Tltering.
This feature is provided to give the user the ability to Tne-tune the
dataset to be visualized.

5.2 Shape Mapping

IDtk provides the shape of the glyph as a visual attribute. The shape
of the glyph is implemented as a superquadric. A superquadric

is 3D object whose roundness in the longitudinal and latitudinal
directions can be varied to generate shapes ranging from cube to
sphere to higher order shapes that appear star-shaped. Using a su-
perquadric permits the varying of shape continuously over the en-
tire range of the data variable rather than using a discrete lookup
table for shape. In the discrete case, there may not be any logi-
cal ordering for the shapes in the lookup table, making interpreting
the visualization can be difTcult. Figure 3(b) shows a visualization
with priority mapped to shape. The user can clearly spot glyphs
with maximum priority.

5.3 Labels

The user may want to know the exact value of any data variable for
each glyph. For example, the user may want to see the protocol
used for each glyph/alert but may not want to map it to any other
visual attribute. In that case, IDtk can selectively label each glyph
with the value of the requested data variable.

There are two decisions that the user has to make when using
labels, what to label each glyph with and when to label a glyph.
Both can be set independently in IDtk. The user chooses the vari-
able whose values are to be used for labeling. The user can also
set a criterion for labeling by using the interactive Tltering tool for
the data variable mapped to labels. Only glyphs that satisfy that
condition will be labeled. Thus, it is possible to label all glyphs
that have been identiTed as suspicious with the protocol used for
corresponding data item.

IDtk labels only those glyphs that are not occluded and thus re-
duces overlap of labels or visual clutter. Figure 3(c) is the same
visualization as in Figure 1, but with labels for only those glyphs
that were classiTed by the IDS tool Snort as suspicious.

5.4 Glyph Aggregation

In glyph visualizations, glyphs are laid out in space based on the
values for the data variables mapped to spatial coordinates. If two
or more glyphs have the same or similar enough data values for
those variables, they can coincide or overlap. This can hide some
glyphs, which may have crucial data in them. Also, since all the
glyphs are rendered, irrespective of the fact that they are visible or
not, this can slow down the rendering process.
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Figure 4: Wireframe visualization. a) with no aggregation, b) with aggregation, c) information displayed upon picking of aggregated node.

With glyph aggregation enabled, IDtk detects such overlaps and
uses a single glyph to represent an aggregate of all the overlap-
ping glyphs. Figures 4(a) and 4(b) show a wireframe represen-
tation of the visualization with aggregation disabled and enabled
respectively. Note the simpliTcation in the polygonal frame when
aggregation is enabled in Figure 4(b). The aggregate glyph has data
values that are an average of the constituent glyphs. Since a single
glyph is rendered for all overlapping glyphs, rending speed is no-
ticeably improved even for small datasets. In addition, IDtk keeps
track of the aggregation. Hence, when the user picks on an aggre-
gate glyph, a list of all the glyphs that are aggregated are displayed
[Figure 4(b)]. Thus, the user can check the details of every com-
ponent glyph. IDtk gives a user the control over enabling/disabling
aggregation and modifying the aggregation threshold. The aggre-
gation threshold is used to determine whether the glyphs are close
enough to be aggregated.

Enabling aggregation can also introduce a few complications.
The fact that the data values for the aggregate glyph are computed
by averaging those of the constituent glyphs can produce strange re-
sults. Since averages of most data variables in ID data have no real
world meaning (eg. average of two IP addresses, or classiTcations),
it is impossible to have a direct correspondence between the visual
attributes of an aggregate glyph and the values of its constituent
glyphs. Some alternatives would be to use the visual attributes of
the aggregate glyph to display the max, median, or mode of the
values of the consituent data items.

5.5 Picking

Since visual attributes do not convey the precise values of the data
variables and not all variables can to be mapped to visual attributes,
it becomes essential for the user to be able to drill down any partic-
ular glyph and examine its data values. Figure 4(c) shows the result
of picking a glyph in IDtk. The popup dialog displays a list of all
the data variables and their values for the data item corresponding
to the picked glyph.

5.6 Multidimensional Color Lookup

Typically, color is mapped using a univariate lookup table, possibly
generated by specifying hue, saturation, value (HSV) values at the
ends and optionally, at intermediate steps. The lookup table is built
by interpolating the HSV values for intermediate entries. When a
data variable is mapped to color, its data range is mapped to the
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Figure 5: Two-dimensional color mapping, with hue and value re-
maining fixed and saturation increasing along each dimension. Since
opposing hues were chosen, when both dimensions have same sat-
uration, we get a shade of grey. Mappings: X-Axis - time, Y-Axis -
classification, Color Dim 1- Source IP, Color Dim 2 - Destination IP.
Alerts with same source and destination ip are grey - we can spot
one such glyph on the Y-Axis (near the label "classification’)

lookup table such that every data value of that variable has a cor-
responding color in the lookup table. We have extended this to up
to three dimensions for the lookup table. The lookup table can now
be thought of as a multidimensional array Tlled with a color at each
entry. A data variable can be mapped to a dimension of the lookup
table. The values of that variable are used to decide the index for
color in the multidimensional lookup table. Once the index for each
dimension has been identiTed, we can determine the color for that
glyph. With multiple dimensions for the lookup table, more than
one data variable can now be mapped to color. Hence, we can con-
vey more information about the dataset through the visualization
than using a single dimension lookup table.

The user can specify the HSV triples for the start and end of each
dimension and for intermediate points if required. The resultant
color at each index in the lookup table is computed by treating the
HSV triples as vectors and adding the vectors for each dimension.
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The lookup table in Figure 5 uses this fact to generate a lookup table
using opposing hues with a grey scale along the diagonal. This
mapping is used to compare the source and destination addresses
of alerts. Alerts with similar source and destination addresses will
be colored grey, while those with addresses with greater differences
will be red or cyan. Such a display emphasizes long-range trafTc.

6 USABILITY STUDY RESULTS

The participants in our study were enthusiastic about visualization
tools for ID. Overall, the 3D glyph-based display with zooming,
panning, and rotation proved to be somewhat confusing for ID an-
alysts who often have to monitor several data sources at the same
time and are rarely able to devote their full attention to one display.
We identiTed Tve basic difTculties, along with solutions to address
them, these will be described next:

1. The 3D display requires users to rotate and zoom the display
to fully understand the data, and analysts often could not af-
ford the effort involved in operating the 3D display. Three
mouse buttons had to be used to achieve these movements and
this level of physical coordination along with the mental rota-
tion of the image proved to be too high a cognitive overload
for ID analysts who had to focus on interpreting the data and
not on manipulating the display.

At the same time, the added dimension afforded by 3D dis-
plays were deemed useful in analysis of alerts by the partici-
pants. This points to the need for multiple simultaneous views
of the same or related data to support monitoring. Our system
does offer simpler, 2D displays, which seems to be a better
solution for the monitoring phase.

2. Zooming, rotation, and panning are operated via three mouse
buttons. Originally the rotation function was tied to the left
mouse button, which was confusing to users as this is the
button that is the most-often used button. Participants often
pushed this button in error to select data or to zoom and were
confused when the display rotated instead. This seemingly
uncontrollable rotation overwhelmed users, especially in the
early stages of use. Switching zooming to the left button and
rotation to the right button improved the manipulation of the
display.

3. Users often got lost in the 3D display by over-zooming or
over-panning, a typical problem of 3D spaces. In these cases
they tried to return to their earlier position often over-zooming
or over-rotating again, which made the situation worse. Three
different solutions were created to help this problem. First,
an overview of the visualization space was added that showed
the camera angle and the three axes in the camera view. This
helped users understand where they were in the 3D space.
Users could also reset the zooming ratio to get the data dis-
play back into the camera view at one click. The same func-
tionality was built in to help with over-rotation. Orthogonal
XY, YZ, and YX views are available to users. These ?home?
functions made it easier to return to previous positions while
the overview helped with understanding the overall position.

4. Users experienced disorientation when the axes were out of
view. The usability studies point to the necessity of transpar-
ent gridlines or other visual aids to help users anchor their
view. Users also had problems with the size of the labels on
the axes which were at times to small to read and other times
disappeared from view.

5. As panning, rotation, and zooming was difTcult for users,
they exerted much effort to achieve a satisfactory view. They

wanted to be able to save views in a history and to mark cer-
tain views as default views to which they could return. For
this, they expressed a need to separate the data from a view;
that is to be able to link certain data variables to specilc vi-
sualization attributes, select a rotation and zoom setting, and
save this as a named view that they can apply to new datasets.
In addition, they wanted to take snapshot pictures of certain
views to share with colleagues and include in reports of at-
tacks.

In addition, usability problems were identiTed with the Tltering
screen and with the setup of the 3D display. The mechanics of
the attribute selection and tying data attributes to visualization fea-
tures were initially confusing for users. These were later revised to
more closely resemble standard graphical user interface interaction
mechanisms (i.e. double-clicking for selection). The selection of
ranges for nominal variables was clear, however, participants had
problems with the trapezoid-shaped selection tool. This tool TI-
tered randomly from the data at both ends of the selected range
which was not acceptable for ID monitoring. Another request fre-
quently voiced by participants is the ability to select multiple ranges
from the data to be included in the visualization, for example, two
different time slices.

7 SAMPLE SCENARIOS

An important question for IDtk was the deTnition of appropriate
mappings between data attributes and visualization features. In
IDtk, these are user-adjustable and can be interactively updated.
Participants were asked about combinations of three data attributes
to map to the axes of the 3D display. While the popular mappings
are specilc to 3D visualization, the combinations of attributes vi-
sualized together can be informative for other visualization designs
in this domain. The following combinations proved to be popular
mappings:

1. Destination IP, ClassiTcation of alert, Time

2. Source IP, Destination IP, ClassiTcation of alert
3. Source IP, Destination IP, Time

4. Source IP, Destination IP, Destination Port

Destination IP is the address of the targeted machine on the ana-
lyst’s network. Each alert has a certain abstract classiTcation that
helps the analyst recognize the type of attack without worrying
about the specilc details. Source IP is the address of the attack-
ing machine and destination port represents the targeted machines
particular service.

Each of these mappings serves a different purpose in the ana-
lysts’ toolkit. For example, mapping 1 will reveal if a particular
local server is repeatedly generating alerts of the same classiTca-
tion. This will inform the analyst that this server may have a certain
vulnerability associated with that kind of alert. In the screenshot
[Figure 6(a)] of this mapping, it is immediately recognizable that
there are several servers (on the y-axis) generating the same class
of alerts at different times. The vertical clusters of red glyphs in-
dicate a serious type of attack directed at several different servers.
These repeated alerts of the same classiTcation targeted at the same
machines could be indicative of a machine that is vulnerable to a
certain kind of attack or an IDS signature that is prone to false pos-
itives. After drilling down to the detailed view, an analyst could de-
termine which of these two conclusions is correct, and, if necessary,
tune the IDS signatures to decrease the number of false positives.
Viewing these alerts serially, as they are generated, would make
these relationships difTcult to determine without relying heavily on
the short-term memory of the analyst.
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Figure 6: Two mappings from focus group. a) Mapping 1: Destination IP, Classification of alert, Time, b) Mapping2: Source IP, Destination IP,

Classification of alert.

Mappings 2 and 3 will reveal relationships between attacking
machines and local servers along either alert similarity or time.
Mapping 2 [Figure 6(b)] reveals four clusters, each representing
a source/destination combination, with two groupings along a sin-
gle dimension. Along the vertical center of the screen, one machine
is attacking several different targets. Along the horizontal center,
there are several attackers targeting one destination. Both of these
relationships, especially in conjunction with a third dimension of
time or classiTcation, tell the analyst a great deal about the local
servers and the attacking machines. A single source address, or at-
tacker, generating alerts against multiple hosts on the local network
may be indicative of “doorknob rattling,” an attacker searching the
network for vulnerable machines. Multiple sources against a sin-
gle local server may indicate a vulnerable server that is in need of
patching or reconTguration.

Adding a time dimension, as in mapping 3, can increase the like-
lihood of detecting multi-stage attacks. Just like in a robbery, an at-
tacker will typically Trst do reconnaissance looking for weak points
(e.g., portscans), then break in (e.g., gain user-level access), and
Tnally steal the valuables (e.g., attain privileged administrator sta-
tus). This progression of events is difI'cult to mentally correlate
when examining textual Tles, but can be quickly and easily grasped
through visualizing the necessary data attributes together.

The fourth popular mapping will easily reveal relationships be-
tween attacking machines and particular services on the servers.
For example, a clustering around port 80, commonly used for web
services, only around a small number of local servers that actually
are web servers, it may mean that the attacker has already done
reconnaissance and knows which machines to target. All of these
mappings provide a quick means of situational awareness, while
also providing the analysts with easy to interpret displays that can
help them increase the security and improve their IDS signatures on
their network. In this way, the visualization can be used for real-
time ID, and for post-hoc analysis that aids the analyst in Tnding
vulnerable points in their infrastructure and tune their IDS signa-
ture set.

In all of our sessions, the color of the glyph was mapped to the
priority of the alert. Participants built on color conventions in both
everyday life and existing ID tools: red for high priority alerts (dan-
ger) and green for low priority alerts. When monitoring multiple
displays, red glyphs will stand out and attract attention.

Time is unique among the data attributes; it is one of the most im-
portant aspects of ID data. There was almost unanimous agreement
that time should either be mapped to an axis or used for animation.
Several different aspects of time were brought up: a snapshot in
time (e.g., 1.30pm on 7.11.03), or a time interval (such as the past
thirty minutes, like a sliding window for real-time analysis).

8 CONCLUSIONS

The IDtk prototype we developed demonstrates the potential util-
ity of applying information visualization to the ID domain. IDtk
provides a great deal of texibility and customization, which our
initial user-needs assessment and subsequent usability testing con-
Trmed to be very important in this domain. Because ID analysts
have their own style of work and operate on their own unique net-
works, this fexibility is crucial to the success of the tool. Our initial
user-needs assessment revealed multiple phases of ID with differ-
ent requirements. While monitoring tasks requires simple displays,
the analysis tasks can accommodate and take advantage of a more
complex visual display. Due to a texible design, IDtk can accom-
modate both requirements. It can be used as a 2D display, which is
ideal for the monitoring task, and used in analysis as a 3D display,
allowing greater insight into the multidimensional relationships in
the data.

By providing multiple Tltering mechanisms, a coarse pre-
Tltering and interactive visual Tltering, and through the texible ag-
gregation mechanism, the enormous size of ID data sets are easily
managed. The use of color, opacity, and shape add dimensionality
to the display, but can be left unused when simpler displays are re-
quired. This is the kind of texibility that makes IDtk useful for a not
only a wide-range of analysts, but also for the different ID-related
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tasks analysts need visual support tools to accomplish.

The heuristic evaluation, focus group, and usability testing re-
vealed several weaknesses in the prototype. These evaluative tech-
niques fed back into the design process to iteratively increase the
functionality and tailor the tool to actual needs of a range of ID-
related tasks. Our research also identiTed other avenues to increase
the functionality of an ID visualization. These include the inte-
gration of multiple, correlated data sources and views, and tools
tailored towards the response task, such as automatically display-
ing historical data for similar alerts and the ability to annotate alert
data.

Because the ID domain is complex, requiring a great deal of
knowledge and experience on the part of the analysts, IDtk lever-
ages the the ID analyst’s understanding of the domain, particularly
through the customizable mappings. Thus, IDtk draws on both the
strengths of information visualization and on the domain-related
knowledge of the human analysts operating the tool.
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